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Abstract

TCP (Transmission Control Protocol), is a reliable connection oriented end-to-end protocol. It contains within itself,
mechanisms for ensuring reliability by requiring the receiver to acknowledge the segments that it receives. The network
is not perfect and a small percentage of packets are lost enroute, either due to network error or due to the fact that there
is congestion in the network and the routers are dropping packets. TCP ensures reliability by starting a timer whenever
it sends a segment. If it does not receive an acknowledgement from the receiver within the ‘time-out’ interval then it
retransmits the segment. In this paper a review of various TCP is carried out. There are a number of TCP variants for
application in the management of network efficiency in terms of network congestion and transmission efficiency. These
variants include: - TCP Tahoe, TCP Reno, TCP New Reno, TCP Vegas, TCP SACK, TCP FACK, TCP Asym, TCP RBP, Full TCP
and TCP CUBIC. Therefore, the main objective of this paper is to study the tcp types on the network performance
variances. All have different features and advantages but with maximal throughput as main objective, which are termed
as the clones of TCP, have been incorporated into TCP/IP protocol for handling congestion efficiently in different
network scenarios.

Keywords: TCP variants; Attacks, Security; Privacy; Performance

1. Introduction

Transmission Control Protocol (TCP) is the most widely used transport layer protocol in the Internet and one of the
most important standards for best effort, reliable data transmission [1]-[4]. In the Internet traffic that is used
predominately TCP, applications like HTTP, FTP, SMTP. The performance perceived by users of these Internet
applications depends largely depend on the performance of TCP. Considering that the TCP/IP protocol suite is the
foundation of the Internet this comes as no surprise. TCP provides a secure and reliable [6] transfer of information. It is
used by most of the existing Internet applications today and more than 90% of all data transfers use TCP. The evolution
of the Internet has in turn led to evolutions in the TCP protocol. The transport layer can be looked upon as the heart of
the whole protocol hierarchy [7], [8]. It provides data transport for the application layer above it. TCP and UDP are two
different transport protocols in the TCP/IP protocol suite. The transport protocol used in a particular situation depends
on the concerned application. The first implementation of TCP, simply called TCP, was succeeded by a new version: TCP
Tahoe. These two versions share the fundamental rules of information transportation, but differ in the solutions. This
has led to the expression 'TCP clones’. TCP clones is an expression used for talking about different versions of TCP,
considering they all share the same basic functions and purpose. There are many implementations of TCP, each
operating slightly differently and even some with significant problems [9], [10]. There are numbers of variants of TCP
that are currently deployed. Such as Tahoe, Reno, New Reno, Sack, Vegas, Westwood, Fack and Veno etc. In this paper
we will discuss ten version of TCP that is Tahoe, Reno, New Reno, Vegas, SACK, FACK, Asym, RBP, Full TCP and CUBIC
on their variants in network performance.
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1.1. Role of TCP

TCP is the part of the system’s kernel. It is responsible for sending/receiving packet in order (FIFO). It resends the
missed packet. It also handles error. It is a connection oriented. It is responsible for correct delivery of data.

1.2. TCP variants

Each variation of TCP possesses some special criteria. All the variants look like same, but they have a different technique
to deal with congestion. TCP’s first variant was Tahoe. A new mechanism called Fast Recovery adds to TCP Tahoe, a new
variant is introduced that is TCP Reno [11]. TCP New Reno adds a newest mechanism retransmission to TCP Reno. TCP
Vegas also provide its own congestion control techniques and unique retransmission. TCP FACK is same as Reno with
Forward Acknowledgment. There are other kinds of TCP variants like SACK, RBP, and Asym etc. We will look at them,
on their variants as shown in Figure 1 below. They have a slightly different on their technique to deal with the congestion
issue on the network simulation.
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Figure 1 TCP Variants e.g. SACK, Reno, New Reno, Westwood, Vegas

1.2.1. TCP Tahoe

This TCP is based on a principle of conservation of packets, i.e. if the connection is running at the available bandwidth
[12] capacity, then a packet is not injected into the network unless a packet is taken out as well. It implements this
principle by using the acknowledgements to clock outgoing packets because an acknowledgement means that a packet
was taken off the wire by the receiver [13], [14]. It also maintains a congestion window (CWD), to reflect the network
capacity. It is a congestion algorithm that utilizes slow start, congestion avoidance, and fast re-transmit. Figure 1 shows
congestion control under TCP Tahoe.

According to [15], TCP Tahoe is one of the earliest implementations of the Transmission Control Protocol (TCP) and is
characterized by its simplicity and basic congestion control mechanisms. Introduced in the 1980s, TCP Tahoe includes
features such as slow start, congestion avoidance, fast retransmit, and fast recovery [16], [17]. Slow start gradually
increases the sending rate of data packets [18] until congestion is detected, at which point it enters congestion avoidance
mode, slowing down transmission to alleviate network congestion. If packets are lost, TCP Tahoe employs fast
retransmit to quickly retransmit the missing packet upon detecting duplicate acknowledgments, while fast recovery
helps maintain network throughput by reducing the congestion window upon packet loss [19], [20].
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Figure 2 TCP Tahoe congestion control

While TCP Tahoe laid the groundwork for subsequent TCP variants, it lacks more sophisticated congestion control
mechanisms found in later implementations, making it less suitable for modern high-speed and high-latency networks.

1.2.2. TCP Reno

This Reno retains the basic principle of Tahoe, such as slow starts and the coarse grain re-transmit timer. However, it
adds some intelligence over it so that lost packets are detected earlier and the pipeline is not emptied every time a
packet is lost [21]-[23]. Reno requires that it receives immediate acknowledgement whenever a segment is received.
The logic behind this, is that whenever it receives a duplicate acknowledgment, then the duplicate acknowledgment
could have been received if the next segment in sequence is expected and has been delayed in the network and the
segments reached there are out of order or the packet will be lost, its known for its reliability and efficiency
[24], incorporates mechanisms like slow start, fast retransmit, and fast recovery. Figure 2 shows the basic operation of
TCP Reno.
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Figure 3 TCP Reno congestion control

According to [25], TCP Reno is a widely used variant of the TCP, a fundamental protocol of the Internet. It is known for
its congestion control mechanism, which includes the fast retransmit and fast recovery algorithms. When a packet loss
is detected, TCP Reno initiates fast retransmit, resending the packet that was expected to acknowledge the lost one [26].
This is followed by fast recovery, where the sender reduces its congestion window by half and enters a congestion
avoidance phase to gradually increase the transmission rate. TCP Reno strikes a balance between efficiency and fairness
in handling network congestion, making it a cornerstone of reliable data transfer over the Internet.
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1.2.3. TCP New Reno

TCP New Reno is the extension of TCP Reno. It has some advantages over TCP Reno that can detect the multiple packet
loss. It does not leave the fast recovery until it receives acknowledgment of all packets, that are present in the window
[27]. The fast recovery phase proceeds as in TCP Reno, when a fresh acknowledgment is received. It can detect multiple
packet loss. Its congestion avoidance mechanism is very efficient and utilizes network resources much more efficiently
[28]. TCP New Reno has few retransmits because of its modified congestion avoidance and slow start. Figure 3 shows
the operation of TCP New Reno.
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Figure 4 TCP New Reno

As explained in [29], TCP New Reno is an extension of TCP Reno, designed to improve its performance in scenarios
involving multiple packet losses within a single window of data. It enhances the fast recovery mechanism of TCP Reno
by allowing it to continue sending new packets during the fast recovery phase after the first acknowledgment of a
retransmitted packet is received. This optimization reduces unnecessary delays [30] in recovering from multiple packet
losses and can lead to more efficient bandwidth utilization. TCP New Reno retains the fundamental congestion control
principles of TCP Reno while offering enhanced resilience in facing scenarios with multiple packet losses, making it
particularly beneficial in modern network environments with high bandwidth and diverse applications.

1.2.4. TCP Vegas

TCP Vegas is better than the other TCP variants. Like now Reno, Vegas uses triple duplicate acknowledgments always
result in packet retransmission [31]. TCP Vegas introduces a new retransmission mechanism for lost packets. It uses
fine-grained round trip time measurements for a compute timeout period of each packet. If the timeout period of the
oldest unacknowledged packets has expired then, the packet is retransmitted [32]. As shown in Figure 4, TCP Vegas it
also provides modified slow start and congestion avoidance.

Vegas exponentially increases its window at every, other round-trip time [33]. It leaves the slow start and enters into
the congestion avoidance phase when the actual throughput is lower than the expected throughput. According to [34],
TCP Vegas is a congestion control algorithm that differs from traditional TCP variants like Reno by utilizing an explicit
measurement of network congestion through the calculation of the round-trip time (RTT) variations. It operates on the
principle that an increase in RTT indicates approaching congestion, allowing it to proactively adjust the transmission
rate before packet loss occurs [35]. By employing this predictive approach, TCP Vegas aims to achieve better network
utilization and reduced packet loss compared to reactive congestion control mechanisms. However, its effectiveness
[36] can be influenced by network conditions and the accuracy of RTT measurements, making it a subject of ongoing
research and optimization for specific network environments.
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Figure 5 TCP VEGAS

1.2.5. TCP SACK

TCP SACK or selective acknowledgement requires that packets should acknowledge selectively. It is an option that is
enabling a receiver to tell the sender the range of non-contiguous packets received [37]. Without SACK, the receiver can
only tell the sender about sequentially received packets. The sender uses this information to retransmit selectively only
the lost packets. SACK (Selective Acknowledgement) to TCP does not change the basic underlying congestion control
algorithms. The main difference between the SACK TCP and the Reno TCP implementation is in the behavior when
multiple packets are dropped from one window of data. During the Fast Recovery, SACK maintains a variable called pipe
that represents the estimated number of packets outstanding in the path [38]. The use of the pipe variable decouples
the decision of when to send a packet from the decision of which packet to send. As shown in Figure 5, the sender
maintains a data structure that remembers acknowledgments from previous SACK options.

Figure 6 Selective Acknowledgement by SACK

When the sender is allowed to send a packet, it retransmits the next packet from the list of packets inferred to be missing
at the receiver. The SACK sender has a special handling for partial ACKs (ACKs received during Fast Recovery that
advance the Acknowledgment Number field of TCP header, but do not take the sender out of fast Recovery). The sender
decrements pipe by two rather than one for partial ACKs, the SACK sender never recovers more slowly than a Slow-
Start. Detailed description of SACK TCP can be found [39].

1.2.6. TCP FACK

TCP FACK (Forward Acknowledgment) is a congestion control mechanism designed to improve the performance of TCP
in scenarios with multiple packet losses within a single window. TCP FACK, is used to improve the congestion control
during the recovery process, therefore a new algorithm is introduced to help in the congestion control, that is TCP FACK
[40], [41]. FACK also called forward acknowledgement that is on top of the selective acknowledgement in the network.
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This TCP is therefore, useful in forwarding the selective acknowledgement sequence number as a sign that all the
previous unselected acknowledged packets that were lost [42]. This type of TCP Variant it improves the recovery
process of packets lost significantly and performance [43] that the traditional approaches when the packets are lost.
Figure 6 demonstrates the operation of TCP FACK.
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Figure 7 TCP FACK

Unlike traditional TCP variants that rely solely on the acknowledgment of data packets to infer packet loss, TCP FACK
utilizes both cumulative acknowledgments (ACKs) and selective acknowledgments (SACKs) to accurately identify lost
packets [44]. By leveraging this combination, TCP FACK can more precisely determine the extent of packet loss within
a window, allowing for quicker recovery without unnecessarily reducing the sending rate [45]. This approach enhances
TCP's efficiency in handling congestion and reduces the impact of packet loss on network throughput, making it
particularly beneficial in environments prone to packet loss and congestion.

1.2.7. TCP ASYM

In this type of TCP ASYM, it has the same characteristics of TCP Reno and the TCP New Reno. Therefore, we can say that
is analyzed from the above variants of TCP [46]. As shown in Figure 7, TCP Asym is very useful when one is using a high
volume in the data transmission application in the network.
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Figure 8 Packet transmission rate comparisons

In FACK and Tahoe, TCP Asym can reset the congestion window to one packet, when it is lost in an event loss. The
demerit of the Asym TCP is that it not suitable for the medium or high quality in the real time application on the internet.
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1.2.8. TCP RBP

TCP RBP stands for Transmission Control Protocol Rate Based Pacing. The slow start problem that decreases a problem
in the performance. This problem is therefore solved by sending the packets at a very few paces until it may get the ACK
clock running again [47]. This sender rate of the data transfer is estimated or rated by a nearby estimate of accessible
bandwidth, this type of modification is called the Rate Based Pacing [48]. TCP RBP requires clock mechanism segments
that can be sent to the RBP. Figure 8 shows the sequence of packet plot of TCP RBP.
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Figure 9 Sequence of packet plot of original TCP, software-only RBP TCP, and RBP with hardware support. (HZ=100)

As explained in [49], Transmission Control Protocol Rate Based Pacing (TCP-RBP) is a congestion control mechanism
designed to regulate the sending rate of TCP connections based on the observed network conditions. Unlike traditional
TCP variants that rely on packetloss or delay for congestion inference, TCP-RBP employs a proactive approach by pacing
the transmission rate according to a pre-defined target rate. By dynamically adjusting the pacing rate based on feedback
from the network, TCP-RBP aims to achieve optimal throughput while minimizing congestion and packet loss. This
approach is particularly beneficial in high-speed networks [50] where traditional congestion control mechanisms may
struggle to maintain efficiency. TCP-RBP offers improved stability, fairness, and predictability in bandwidth utilization,
making it well-suited for modern networking environments with diverse traffic patterns and varying link capacities.

1.2.9. FULL TCP

Full TCP (Transmission Control Protocol) refers to the complete implementation of the TCP protocol suite,
encompassing all its features and functionalities [51]. It provides a reliable virtual-circuit connection between
applications; that is, a connection is established before data transmission begins. Data is sent without errors or
duplication and is received in the same order as it is sentAs a fundamental protocol of the Internet, TCP provides reliable,
connection-oriented communication between hosts, ensuring data delivery with error detection, flow control, and
congestion control mechanisms [52]. Full TCP includes components such as three-way handshake for establishing
connections, sliding window for efficient data transmission, acknowledgment mechanism for confirming data receipt,
and congestion control algorithms to manage network congestion [53]-[55]. By incorporating these elements, Full TCP
enables robust and efficient communication over IP networks [56], facilitating the exchange of data across diverse
applications and network environments with reliability and integrity.

1.2.10. TCP CUBIC

This type of TCP, is a network congestion avoidance algorithm that can be used to achieve the high bandwidth
connections on the networks faster and relatively in the face of high latency that the earlier congestion algorithms [57].
This supports the optimization of long fat networks. The first CUBIC implementation was released in Linux kernel 2.6.13.
We propose a new TCP variant, called CUBIC, for fast and long-distance networks. CUBIC is an enhanced version of BIC-
TCP [58], [59]. It simplifies the BIC-TCP window control and improves its TCP-friendliness and RTT-fairness [60]. TCP
CUBIC uses a cubic increase function in terms of the elapsed time since the last loss event. In order to provide fairness
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to Standard TCP, CUBIC also behaves like Standard TCP when the cubic window growth function is slower than Standard
TCP [61]. Figure 9 shows the comparison of TCP CUBIC and TCP BIC.
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Figure 10 TCP CUBIC and TCP BIC

In the real-time nature of the protocol keeps the window growth rate independent of RTT, which keeps the protocol
TCP friendly under both short and long RTT paths. Through extensive testing, we confirm that CUBIC tackles the
shortcomings of CUBIC TCP and achieves fairly good Intra-protocol fairness, the RTT fairness and the TCP-friendliness.
In addition, CUBIC is a high-speed variant of standard TCP [62].

1.2.11. TCP BIC

TCP BIC, or Binary Increase Congestion control, is a congestion control algorithm designed to optimize network
performance [63] by efficiently utilizing available bandwidth while minimizing congestion. Unlike traditional TCP
congestion control algorithms like Reno or New Reno, which adjust the congestion window size linearly, TCP BIC
operates in a binary search-like manner, doubling or halving the congestion window based on congestion signals from
the network [64]. This binary search approach allows TCP BIC to rapidly converge to an optimal congestion window
size, thereby achieving higher throughput and better network utilization.

TCP BIC is particularly effective in high-speed and high-delay networks where traditional algorithms may struggle to
find the appropriate congestion window size due to their linear adjustments [65]. By using a binary search mechanism,
TCP BIC can quickly adapt to changing network conditions, allowing for more efficient data transfer and reduced packet
loss. However, TCP BIC may exhibit aggressiveness in certain scenarios, potentially causing unfairness in network
bandwidth allocation when competing with other congestion control algorithms [66]. Nonetheless, TCP BIC remains a
valuable tool in modern networking environments, especially for optimizing performance in challenging network
conditions.

1.3. Privacy issues

Privacy concerns in TCP variants encompass a range of issues stemming from the inherent structure and behavior of
TCP, as well as the specific features and optimizations introduced in various TCP variants [67]-[69]. One of the primary
concerns revolves around the metadata contained in TCP headers, which can include sensitive information such as
source and destination IP addresses, port numbers, sequence numbers, and window sizes. While this metadata is
essential for establishing and maintaining TCP connections, it can also be intercepted and analyzed by adversaries to
infer details about the communicating parties, the nature of the communication, and potentially even the content being
transmitted. For example, analyzing TCP headers could reveal the identities of users, the applications they are using,
and their browsing habits, posing risks to individual privacy and security.

Furthermore, certain TCP variants or configurations may introduce additional header fields or behaviors that
exacerbate privacy risks. For instance, extensions like Explicit Congestion Notification (ECN) or Timestamps can
provide valuable information to network observers but also increase the amount of metadata exposed in TCP headers
[70]-[75]. Similarly, optimizations such as Selective Acknowledgment (SACK) or Fast Retransmit/Fast Recovery
mechanisms may inadvertently leak information about network conditions or packet loss events, which could be
exploited by adversaries to infer details about the communication session or launch targeted attacks. As TCP variants
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evolve to address performance or reliability challenges, it is essential to consider the potential privacy implications of
these enhancements and implement appropriate safeguards to protect user data.

Another significant privacy concern in TCP variants pertains to traffic analysis and pattern recognition. Adversaries can
analyze the timing, size, and frequency of TCP packets to infer various aspects of network activity, including user
behavior, application usage, and specific actions such as web browsing or file transfers [71]-[79]. By examining patterns
in TCP traffic, attackers can potentially identify relationships between users, organizations, or devices, as well as infer
sensitive information such as browsing habits, preferences, or even login credentials. This type of traffic analysis poses
significant risks to individual privacy and can be leveraged for various malicious purposes, including surveillance,
targeted advertising, or cyber-attacks [80] aimed at compromising systems or extracting sensitive data.

To mitigate privacy risks associated with TCP variants, several strategies can be employed. Firstly, encryption
technologies such as Transport Layer Security (TLS) should be implemented to protect the confidentiality and integrity
of TCP communications, particularly for sensitive data transmissions over untrusted networks [81], [82]. Encrypting
TCP payloads ensures that even if adversaries intercept the traffic, they cannot decipher the content without the
appropriate cryptographic keys [83], [84]. Additionally, network administrators should implement traffic obfuscation
techniques, such as traffic padding or mixing, to conceal patterns in TCP traffic and make it more challenging for
attackers to perform traffic analysis. Furthermore, privacy-preserving protocols [85] and anonymization services can
be utilized to anonymize user identities and mask sensitive information in TCP headers, reducing the risks associated
with metadata exposure.

According to [86], users and network administrators should be educated about the potential privacy risks associated
with TCP communications and encouraged to adopt best practices for securing their networks and systems. This
includes staying informed about the latest developments in TCP variants and implementing appropriate security
measures to mitigate privacy threats effectively [87]-[90]. By fostering a culture of privacy awareness and promoting
responsible data handling practices, organizations can better protect user privacy and ensure the secure transmission
of data over TCP networks.

1.4. Security challenges in TCP

Security issues in Transmission Control Protocol (TCP) variants encompass a wide range of vulnerabilities that can be
exploited by attackers to compromise network integrity, confidentiality, and availability. One of the primary concerns
revolves around TCP's susceptibility to various types of attacks, including TCP session hijacking, spoofing, and packet
injection [91]-[96]. TCP's connection-oriented nature, coupled with its reliance on sequence numbers and
acknowledgment mechanisms, makes it vulnerable to manipulation by malicious actors seeking to disrupt
communications or gain unauthorized access to network resources. For example, attackers can launch TCP session
hijacking attacks by intercepting and impersonating legitimate TCP connections, thereby gaining unauthorized access
to sensitive information or injecting malicious payloads into communication streams.

Moreover, certain TCP variants or configurations may introduce additional security vulnerabilities or weaknesses that
could be exploited by attackers. For instance, extensions like Selective Acknowledgment (SACK) or Timestamps may
inadvertently reveal information about network conditions or internal system parameters, which could aid attackers in
crafting more effective exploits or launching targeted attacks [97]-[99]. Similarly, optimizations such as Fast
Retransmit/Fast Recovery mechanisms may introduce new attack vectors or exacerbate existing vulnerabilities,
particularly in scenarios where attackers can manipulate network traffic to trigger abnormal behavior in TCP
implementations [100], [101]. As TCP variants evolve to address performance or reliability challenges, it is essential to
conduct thorough security assessments and implement appropriate safeguards to mitigate potential risks.

Another significant security concern in TCP variants pertains to denial-of-service (DoS) and distributed denial-of-
service (DDoS) attacks. TCP's connection establishment process, which involves a series of handshakes and resource
allocations, can be exploited by attackers to overwhelm target systems with a flood of malicious connection requests,
thereby exhausting available resources and rendering the service inaccessible to legitimate users [102]-[104].
Additionally, vulnerabilities in TCP implementations or configurations may allow attackers to exploit protocol
weaknesses or resource limitations to orchestrate more sophisticated DDoS attacks, such as SYN flood attacks or
amplification attacks [105, [108]. These attacks can have severe consequences for network availability and
performance, highlighting the importance of implementing robust defenses and mitigation strategies at both the
network and application layers.
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To mitigate security risks associated with TCP variants, organizations should adopt a comprehensive approach to
network security that includes implementing strong authentication, access control, and encryption mechanisms [109]-
[114]. For example, deploying technologies such as IPsec or TLS can help protect TCP communications against
eavesdropping, tampering, and impersonation attacks by encrypting data in transit and authenticating communication
endpoints. Additionally, network intrusion detection and prevention systems (IDS/IPS) can be employed to detect and
block malicious traffic patterns associated with TCP-based attacks, helping to thwart exploitation attempts and mitigate
the impact of security incidents [115], [116]. Furthermore, regular security audits and vulnerability assessments should
be conducted to identify and remediate potential weaknesses in TCP implementations, configurations, and network
infrastructure, ensuring that security controls remain effective against evolving threats.

Network administrators and users should be educated about common TCP vulnerabilities, attack techniques, and best
practices for securing TCP-based communications. This includes understanding the importance of timely software
updates and patches, implementing strong password policies, and configuring firewalls and intrusion detection systems
to filter and block malicious traffic [117], [118]. By fostering a culture of security awareness and promoting proactive
risk management strategies, organizations can better protect their networks and systems against TCP-related security
threats.

1.5. Common attacks in TCP

Common attacks targeting TCP variants exploit vulnerabilities in the protocol's design and implementation to
compromise network security, integrity, and availability [119], [120]. One prevalent attack is TCP session hijacking,
where an attacker intercepts and takes control of an ongoing TCP connection between two parties. By exploiting
weaknesses in TCP's sequence number generation or prediction, attackers can inject malicious packets into the
communication stream, impersonate one of the parties, or manipulate data exchanged between them [121]-[124].
Session hijacking attacks can lead to unauthorized access to sensitive information, unauthorized transactions, or the
injection of malware into network traffic [125].

Another common TCP attack is SYN flooding, a type of Denial of Service (DoS) attack that exploits TCP's three-way
handshake mechanism. In a SYN flood attack, the attacker sends a flood of TCP SYN packets with spoofed source
addresses to the victim's server, initiating multiple half-open connections [127]-[128]. As the server allocates resources
for each incoming connection request and waits for the final ACK packet, it quickly becomes overwhelmed by the volume
ofincoming SYN packets, exhausting available resources and rendering the service unavailable to legitimate users [129],
[131]. SYN flooding attacks can significantly degrade network performance and disrupt service availability, highlighting
the importance of implementing countermeasures such as SYN cookies or rate limiting.

Moreover, TCP variants are susceptible to Man-in-the-Middle (MitM) attacks, where an attacker intercepts and alters
communication between two parties without their knowledge. In a TCP MitM attack, the attacker inserts themselves
between the communicating parties, intercepting and relaying packets while masquerading as the legitimate endpoint
to both parties [132]-[135]. This allows the attacker to eavesdrop on sensitive information, manipulate data exchanged
between the parties, or even hijack the entire communication session. MitM attacks pose significant risks to data
confidentiality, integrity, and privacy, particularly in scenarios where sensitive information such as login credentials or
financial transactions are being transmitted [136], [137].

Additionally, TCP variants can be vulnerable to TCP sequence number prediction attacks, where attackers attempt to
predict the sequence numbers used in TCP connections to inject malicious packets or hijack ongoing sessions [138],
[139]. By analyzing patterns in TCP sequence number generation or exploiting weaknesses in random number
generation algorithms, attackers can predict the sequence numbers used in TCP connections, enabling them to inject
forged packets into the communication stream or impersonate legitimate endpoints [140]-[143]. Sequence number
prediction attacks can lead to unauthorized access, data manipulation, or the injection of malware into network traffic,
highlighting the importance of implementing secure sequence number generation algorithms and cryptographic
protections.

Furthermore, TCP variants are susceptible to Reflective and Amplification attacks, where attackers exploit certain
features of the protocol to amplify the volume of malicious traffic directed at a target [144], [145]. For example, attackers
can abuse TCP's connection establishment process to amplify the volume of SYN flood attacks, exploiting the asymmetry
between the resources required to initiate a TCP connection and those required to respond to it. Similarly, attackers can
abuse TCP's acknowledgment mechanism to amplify the volume of data exchanged between two parties, exploiting
vulnerabilities such as TCP ACK spoofing or Blind TCP Reset attacks [146]-[149]. Reflective and Amplification attacks
can significantly amplify the impact of DoS attacks, making it more challenging to mitigate them effectively.
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Moreover, TCP variants are susceptible to TCP Reset (RST) attacks, where attackers send forged TCP RST packets to
terminate ongoing connections or disrupt communication between two parties [150]. By spoofing the source address
of the TCP RST packets and injecting them into the communication stream, attackers can cause legitimate connections
to be terminated prematurely, leading to service disruption or data loss [151], [152]. TCP RST attacks can be used to
target specific services or applications, disrupt critical infrastructure, or sabotage network communications,
highlighting the importance of implementing robust defenses such as intrusion detection and prevention systems
(IDS/IPS).

Additionally, TCP variants are susceptible to Blind TCP Injection attacks, where attackers inject malicious payloads into
ongoing TCP connections without directly observing the communication stream [153], [154]. By predicting or guessing
the sequence numbers used in TCP connections, attackers can inject forged packets into the communication stream,
impersonate legitimate endpoints, or manipulate data exchanged between parties. Blind TCP Injection attacks can be
used to exploit vulnerabilities in network services or applications, bypass security controls, or compromise sensitive
information [155], highlighting the importance of implementing secure sequence number generation algorithms and
cryptographic protections.

Furthermore, TCP variants are susceptible to TCP Window Size attacks, where attackers manipulate TCP window size
values to degrade network performance, disrupt communication, or exhaust available resources [156], [157]. By
sending TCP packets with artificially inflated or reduced window size values, attackers can force the target's TCP stack
to allocate excessive memory or processing resources, leading to performance degradation or denial of service [158].
TCP Window Size attacks can be used to exploit vulnerabilities in TCP implementations or configurations, bypass
security controls, or disrupt critical infrastructure, highlighting the importance of implementing robust defenses such
as rate limiting or traffic filtering.

Moreover, TCP variants are susceptible to TCP Connection Hijacking attacks, where attackers gain unauthorized access
to ongoing TCP connections by exploiting weaknesses in TCP's connection establishment process or session
management mechanisms [159]. By intercepting and manipulating packets exchanged during the three-way handshake
or session termination process, attackers can hijack existing TCP connections, impersonate legitimate endpoints, or
inject malicious payloads into the communication stream [160, [161]. TCP Connection Hijacking attacks can lead to
unauthorized access, data manipulation, or the injection of malware into network traffic, highlighting the importance of
implementing secure connection establishment and session management protocols [162].

Lastly, TCP variants are susceptible to TCP Session Termination attacks, where attackers disrupt ongoing TCP
connections by sending forged TCP FIN or RST packets to terminate communication between two parties prematurely
[163]. By spoofing the source address of the TCP termination packets and injecting them into the communication
stream, attackers can cause legitimate connections to be terminated unexpectedly, leading to service disruption or data
loss [164]. TCP Session Termination attacks can be used to target specific services or applications, disrupt critical
infrastructure, or sabotage network communications, highlighting the importance of implementing robust defenses
such as intrusion detection and prevention systems (IDS/IPS).

1.6. Common vulnerabilities in TCP

The TCP variants are fundamental to internet communication, facilitating reliable data transmission across networks.
However, they are not without vulnerabilities. One common vulnerability is related to TCP's connection-oriented
nature, which makes it susceptible to SYN flooding attacks [165], [166]. During the TCP handshake process, attackers
can flood a target server with a barrage of SYN packets, causing it to allocate resources for incomplete connections. As
the server's resources become exhausted, it can no longer accept legitimate connection requests, leading to denial of
service for legitimate users. SYN flooding exploits TCP's reliance on the three-way handshake, overwhelming servers
with excessive connection requests.

Furthermore, TCP variants are vulnerable to session hijacking attacks, which exploit weaknesses in TCP sequence
number generation. Attackers intercept and manipulate TCP packets, impersonating one of the communicating parties
to gain unauthorized access to sensitive information or inject malicious payloads into the communication stream 167],
[168]. Session hijacking is particularly concerning because it can occur without the parties' knowledge, enabling
attackers to eavesdrop on confidential conversations, steal credentials, or tamper with data exchanges [169]. This
vulnerability underscores the importance of implementing robust cryptographic protocols to authenticate and secure
TCP connections.
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Another significant vulnerability in TCP variants is related to sequence number prediction attacks. By analyzing TCP
packet headers, attackers can predict sequence numbers used in TCP connections, enabling them to inject forged
packets into the communication stream or impersonate legitimate endpoints [170]-[173]. Sequence number prediction
attacks can compromise the confidentiality and integrity of TCP communications, leading to unauthorized access [174],
data manipulation, or the injection of malware. Mitigating this vulnerability requires implementing secure sequence
number generation algorithms and cryptographic protections to prevent attackers from tampering with TCP packets.

Moreover, TCP variants are vulnerable to man-in-the-middle (MitM) attacks, where attackers intercept and alter
communication between two parties. By inserting themselves between the communicating parties, attackers can
eavesdrop on sensitive information, manipulate data exchanges, or hijack entire communication sessions [175], [176].
MitM attacks exploit TCP's lack of built-in authentication and encryption, enabling attackers to masquerade as
legitimate endpoints and compromise the confidentiality and integrity of TCP communications [176]. To mitigate this
vulnerability, it is essential to implement robust cryptographic protocols such as Transport Layer Security (TLS) to
authenticate and encrypt TCP connections.

Additionally, TCP variants are susceptible to TCP RST (reset) attacks, where attackers send forged TCP reset packets to
terminate ongoing connections or disrupt communication between two parties. By spoofing the source address of the
TCP reset packets and injecting them into the communication stream, attackers can cause legitimate connections to be
terminated prematurely, leading to service disruption or data loss [177], [178]. TCP RST attacks can be used to target
specific services or applications, disrupt critical infrastructure, or sabotage network communications, highlighting the
importance of implementing robust defenses such as intrusion detection and prevention systems (IDS/IPS).

Furthermore, TCP variants are vulnerable to blind TCP injection attacks, where attackers inject malicious payloads into
ongoing TCP connections without directly observing the communication stream. By predicting or guessing sequence
numbers used in TCP connections, attackers can inject forged packets into the communication stream, impersonate
legitimate endpoints, or manipulate data exchanges [179]. Blind TCP injection attacks can exploit vulnerabilities in
network services or applications, bypass security controls, or compromise sensitive information. To mitigate this
vulnerability, organizations must implement secure sequence number generation algorithms and cryptographic
protections [180] to prevent attackers from tampering with TCP packets.

Moreover, TCP variants are vulnerable to TCP window size attacks, where attackers manipulate TCP window size values
to degrade network performance, disrupt communication, or exhaust available resources. By sending TCP packets with
artificially inflated or reduced window size values, attackers can force the target's TCP stack to allocate excessive
memory or processing resources, leading to performance degradation or denial of service [181], [182]. TCP window
size attacks can exploit vulnerabilities in TCP implementations or configurations, bypass security controls, or disrupt
critical infrastructure, emphasizing the importance of implementing robust defenses such as rate limiting or traffic
filtering.

Additionally, TCP variants are vulnerable to TCP connection hijacking attacks, where attackers gain unauthorized access
to ongoing TCP connections by exploiting weaknesses in TCP's connection establishment process or session
management mechanisms. By intercepting and manipulating packets exchanged during the three-way handshake or
session termination process, attackers can hijack existing TCP connections, impersonate legitimate endpoints, or inject
malicious payloads into the communication stream [183], [184]. TCP connection hijacking attacks can lead to
unauthorized access, data manipulation, or the injection of malware into network traffic, highlighting the importance of
implementing secure connection establishment and session management protocols.

Lastly, TCP variants are vulnerable to TCP session termination attacks, where attackers disrupt ongoing TCP
connections by sending forged TCP FIN or RST packets to terminate communication between two parties prematurely
[185]. By spoofing the source address of the TCP termination packets and injecting them into the communication
stream, attackers can cause legitimate connections to be terminated unexpectedly, leading to service disruption or data
loss. TCP session termination attacks can be used to target specific services or applications, disrupt critical
infrastructure, or sabotage network communications [186], highlighting the importance of implementing robust
defenses such as intrusion detection and prevention systems (IDS/IPS).

1.7. Performance indicators analysis

In this section, the ten TCP variants are described in terms of their performance. In this description, different parameters
are utilized and on the basis of these parameters, the different descriptions are obtained from all the ten TCP variants.
A brief definition about these parameters is given below.
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Number of packets dropped: - It is failure of transmitting packets to arrive at their destination. It is calculated as: Number
of packets dropped = total no. of packets sent-total no. of packets received.

Number of packets sent: - It is the total number of packets sent by the sender.

Delivery Ratio: - To calculate delivery ratio, we need the total number of packets sent and total number of packets
received. Delivery Ratio = no. of packets successfully delivered/ total no. of packets sent

Average Throughput: - throughput is the rate at which packets transferred between the sender and receiver. Where the
average throughput is the rate over a longer period of time. Units of average throughput are bytes/Sec or bits/Sec.

Total Delay: - Total delay is the difference between the time at which sender generated the packet and time which the
receiver received the packet. Total delay= packet generation time/packet receiving time.

Total Jitter: - Variations in delay of receiving packets, called jitter. It is the variation in latency as measured in the
variability over time of the packet latency across a network

Average Delay: - The average delay a packet takes to travel from sender to the receiver side node. A delay is introduced
due to the queuing of packets at the interface of node, time transmission and due to buffering during route discovery.

Average Jitter: -1t is time variation between subsequent packets arrived. Main causes of jitter are network congestion or
route changes.

2. Comparison of TCP variants

From the description above, the following comparison of TCP variants in different parameters in a survey of
transmission control protocols are obtained as summarized below.

2.1. Number of Nodes vs. Number of Packets Dropped

Itis the difference between the total number of packets sent by the sender and total number of packets received by the
receiver. Number of Nodes are related to the number of packets dropped. As we increase the no. of nodes, then the
complexity of the network is automatically increased. The complexity may cause of congestion. All variants have the
different performance whenever the numbers of nodes are increased. We checked on 10 nodes at this level no. of packets
dropped by TCP variants is 0. We double the no. of nodes. There’s no complexity arises at this stage so no. of dropped
packets is still 0 by all algorithms. Actually, there is simplicity in the network. But when the number of nodes is 40 then
packets start to drop.

2.2. Number of nodes vs. Delivery ratio

We can get the delivery ratio by dividing the total number of packets, delivered to the receiver with total number of
packets sent by the sender, delivery ratio is 100 percent when numbers of nodes are 10 and 20. But whenever the
number of nodes becomes 40 then delivery ratio of all variants is decrease except the TCP Vegas.

2.3. Number of nodes vs. Number of packets sent

It is the rate of packet transmission. Number of nodes also affect the number of packets send by each node. In
experiment1 table, where the no. of nodes is 10 then TCP Reno, TCP New Reno, TCP SACK, TCP FACK and TCP Asym has
the same output and TCP Vegas sends the highest number of packets. No. of the nodes become 20 and TCP RBP sends
the highest number of packets. TCP New Reno sends highest no. of the packet.

2.4. Number of nodes vs. Average throughput

Average throughput is rate over a longer period of time. It is measured in bytes/sec. In first stage every variant has the
same throughput. The highest throughput from the all-TCP variants and where the no. of nodes is 40. But it varies as
the number of nodes increases.

2.5. Number of nodes vs. Total delay

It is calculated by minus the packet received time from packet generation time There are various reasons for packet
delay in TCP. TCP RBP and Vegas both has a lowest delay rate than the others. Where TCP Reno is having highest delay.
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2.6. Number of nodes vs. Total jitter

Variations in delay of receiving packets, called jitter. In this paper, we evaluate the Total jitter that is a combination of
random jitter and deterministic jitter. All variants have almost same jitter except RBP and Vegas. Jitter difference varies
and where 40 nodes are used, Asym has higher jitter and RBP has lower jitter than all other.

2.7. Number of nodes vs. Average Delay

The average delay is based on the total delay. TCP RBP has lowest average delay and TCP Asym has the highest average
delay.

2.8. TCP variants on key performance indicators

Table 1 Key Performance Indicators on TCP Variants

TCP TAHOE RENO NEW VEGAS SACK FACK ASYM RBP FULL CUBIC
Variants™ RENO TCP

Paramet

rs i

Delivery Decreas | Decreas | Decreas | Increas | Decreas | Decreas | Decreas | Decreas | Decreas | Decreas
Ratio es es es es es es es es es es

Total Lowest Highest Highest Lowest | Lowest Lowest Lowest Lowest Lowest Lowest
Delay

Total Jitter | Lowest Highest | Highest | Highest | Lowest Lowest Highest | Lowest Lowest Lowest

Average Lowest Lowest Highest Lowest | Lowest Highest Highest Lowest Lowest Lowest
Delay

Number of | Lowest Lowest Highest Highest | Lowest Lowest Lowest Lowest Lowest Lowest
packets
dropped

Average Lowest Highest Highest Lowest | Lowest Lowest Lowest Lowest Lowest Lowest
Throughp
ut

Average Lowest Highest Highest Lowest | Lowest Highest Highest Lowest Lowest Lowest
Jitter

Number of | Lowest Highest Highest Lowest | Lowest Lowest Lowest Lowest Lowest Lowest
Packets
Sent

3. Result

We select the best TCP on the basis of the above-mentioned parameters. Each variant has different performance of
different parameters. If a variant has low performance in a parameter, then it can be possible that the variant has the
highest performance in another parameter. The table below shows the brief description about it.

Table 2 Best TCP Variants in different parameters

PARAMETERS BEST TCP
Number of Nodes vs. Number of packets Dropped Vegas
Number of Nodes vs. Number of packets sent NewReno

Number of Nodes vs. Average Throughput in bytes/sec | NewReno

Number of Nodes vs. Delay RBP

Number of Nodes vs. Jitter RBP

1841



World Journal of Advanced Research and Reviews, 2024, 21(03), 1828-1853

3.1. Open challenges in TCP

Despite its fundamental role in internet communication, TCP faces several open challenges that warrant attention and
innovation. One significant challenge is TCP's performance over high-latency and high-bandwidth networks [187].
Traditional TCP variants struggle to fully utilize available bandwidth in such environments due to their conservative
congestion control mechanisms. As a result, there's a need for TCP variants that can efficiently handle long round-trip
times and large bandwidth-delay products. Researchers are exploring solutions such as TCP Cubic and TCP BBR, which
aim to optimize TCP's performance over challenging network conditions by adjusting congestion control algorithms
and window management strategies.

Another open challenge in TCP is the proliferation of encrypted traffic, particularly with the widespread adoption of
Transport Layer Security (TLS). While encryption enhances data privacy and security, it also poses challenges for
network management and performance optimization [188], [189]. Encrypted traffic makes it difficult for network
administrators to perform deep packetinspection (DPI) and traffic shaping, potentially impacting network visibility and
control. Additionally, encrypted traffic introduces overhead due to encryption and decryption processes, affecting TCP's
throughput and latency. Addressing these challenges requires developing efficient techniques for managing encrypted
traffic, such as optimizing TLS handshake protocols and integrating encryption-aware congestion control mechanisms
into TCP variants.

Furthermore, TCP's congestion control algorithms face challenges in dynamic and heterogeneous network
environments. TCP's traditional congestion control mechanisms may not adapt optimally to varying network
conditions, leading to suboptimal performance or unfairness in bandwidth allocation [190], [191]. Addressing these
challenges requires developing adaptive congestion control algorithms that can dynamically adjust to changes in
network congestion, link characteristics, and traffic patterns. Solutions such as TCP CUBIC and TCP BBR incorporate
adaptive congestion control mechanisms to improve TCP's responsiveness and fairness in dynamic network
environments.

Another significant challenge in TCP is the robustness and resilience of TCP implementations against security threats
and attacks. TCP variants are susceptible to various types of attacks, including SYN flooding, session hijacking [192],
and TCP injection attacks. Moreover, TCP's lack of built-in authentication and encryption makes it vulnerable to man-
in-the-middle attacks and data interception [193]. To address these challenges, TCP implementations must incorporate
robust security features such as encryption, authentication, and integrity protection. Additionally, network
administrators should deploy intrusion detection and prevention systems (IDS/IPS) to detect and mitigate TCP-based
attacks in real-time.

Moreover, TCP faces challenges in supporting emerging applications and technologies, such as Internet of Things (10T)
devices, real-time communication, and multimedia streaming. Traditional TCP variants may not be well-suited for these
applications due to their stringent latency and reliability requirements [194]. Addressing these challenges requires
developing specialized TCP variants or protocols tailored to the unique characteristics of emerging applications. For
example, TCP variants optimized for [oT devices may prioritize energy efficiency and low latency, while those designed
for multimedia streaming may prioritize throughput and loss recovery mechanisms.

Another open challenge in TCP is the efficient utilization of network resources in data center environments. Data center
networks often exhibit unique characteristics, such as high link speeds, low latency, and dense traffic patterns.
Traditional TCP variants may not fully utilize available bandwidth or adapt optimally to dynamic traffic conditions in
data center networks [195]. To address these challenges, researchers are developing specialized TCP variants, such as
Data Center TCP (DCTCP) and TCP Vegas, which are designed to optimize performance and fairness in data center
environments by incorporating congestion control mechanisms tailored to data center traffic patterns.

Furthermore, TCP faces challenges in supporting mobile and wireless networks, where link characteristics are dynamic
and unpredictable. Traditional TCP variants may not adapt optimally to wireless network conditions, leading to
performance degradation and inefficient resource utilization [196]. Addressing these challenges requires developing
TCP variants or protocols specifically designed for mobile and wireless networks. Solutions such as TCP Westwood and
TCP New Reno-Mod optimize TCP's performance over wireless networks by incorporating adaptive congestion control
mechanisms and error recovery strategies tailored to wireless link characteristics.

Additionally, TCP's performance over satellite networks presents unique challenges due to long propagation delays and

high error rates. Traditional TCP variants may not perform well over satellite links, leading to poor throughput and high
latency [197]. Addressing these challenges requires developing specialized TCP variants or protocols optimized for
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satellite communication. Solutions such as TCP New Reno-Mod and TCP Vegas adapt TCP's congestion control and error
recovery mechanisms to satellite link characteristics, improving TCP's performance and efficiency over satellite
networks.

Moreover, TCP's performance in asymmetric network environments, where upload and download speeds differ
significantly, presents challenges for achieving fairness and efficiency. Traditional TCP variants may not allocate
bandwidth fairly between upload and download traffic, leading to suboptimal performance and inefficient resource
utilization [198], [199]. Addressing these challenges requires developing TCP variants or protocols that can dynamically
adjust to asymmetric network conditions and allocate bandwidth fairly between upload and download traffic. Solutions
such as TCP CUBIC and TCP BBR incorporate adaptive congestion control mechanisms to achieve fairness and efficiency
in asymmetric network environments.

Finally, TCP's support for multipath communication presents challenges for achieving optimal throughput and
reliability. Traditional TCP variants may not effectively utilize multiple network paths or adapt optimally to changing
network conditions in multipath environments. Addressing these challenges requires developing TCP variants or
protocols specifically designed for multipath communication [200], [201]. Solutions such as Multipath TCP (MPTCP)
enable TCP connections to utilize multiple network paths simultaneously, improving throughput and reliability in
multipath environments. Additionally, TCP variants optimized for multipath communication incorporate adaptive
congestion control mechanisms and error recovery strategies tailored to multipath network conditions.

4., Conclusion

This survey of Transmission Control Protocol (TCP) variants underscores the dynamic nature of network protocols in
adapting to evolving networking requirements and challenges. Through a comprehensive examination of diverse TCP
variants such as Reno, New Reno, Vegas, FACK, and RBP, it becomes evident that each variant offers unique approaches
to congestion control, error recovery, and bandwidth utilization. While traditional variants like Reno and New Reno
focus on reactive congestion control mechanisms, newer variants like Vegas and RBP introduce proactive strategies to
optimize network performance. Furthermore, variants like FACK enhance TCP's reliability by accurately identifying and
recovering from packet losses within a window. Overall, this survey highlights the importance of understanding the
intricacies and trade-offs of different TCP variants to effectively design and manage modern network infrastructures.
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