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Abstract

Voice over Internet Protocol (VoIP) is a rapidly advancing technology that facilitates the transmission of voice and audio
signals over the Internet or an IP-based network in real-time. This technology has seen a significant rise in demand due
to its advantages over traditional circuit-switched telephony, including lower call rates, reduced operational costs,
easier management, and enhanced call features. However, the growth in VoIP usage has also increased the potential for
various security threats and attacks, jeopardizing the privacy, confidentiality, and integrity of transmitted data. This
paper presents the design of an Asterisk-based VoIP system and the implementation of a comprehensive security
solution across the VoIP network.

The study involves an in-depth analysis of VoIP technology, identifying its vulnerabilities and addressing potential
threats. A security framework is proposed and implemented to safeguard the VoIP network. The designed system and
security solutions are rigorously tested and evaluated to ensure robustness and effectiveness. The findings highlight
critical security measures necessary for protecting VolP infrastructures and provide a framework for future research
and development in securing VoIP networks.

Keywords: Telecommunications; Cybersecurity; Malware; Phishing; Asterisk; VoIP; Threats; VPN; IPsec; Network
Security; Telephony; Codec

1. Introduction

Voice over internet protocol (VoIP) is a technology that enables the transmission of voice signals across the public
internet or private network in real time (Hallock, 2004). In much simpler terms, VoIP is the transmission of voice
packets over an IP based network in the form of telephone calls, faxes or video conferencing (Stylianos et al, 2009).

The deployment of VoIP technology in enterprise network offers an increased reduction in terms of transport cost in
voice back bone networks (MSF, 2003), hence cheaper calls cost, ease of management and also lower operational cost
as opposed to the public switch telephony network (PSTN) commonly used today .

VoIP technology is gradually becoming an attractive communication option to consumers given the numerous
advantages of the VoIP technology and also the trend towards lower fees and cheaper call rates. However as VolIP usage
increases, so will the potential threats and attacks (Matthew Desantis, 2008). VoIP security threats, attacks and
vulnerability affects the confidentiality of calls, the integrity and availability of VoIP services.
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2. Literature review

2.1. History and overview of VoIP

Voice over Internet Protocol (VoIP) technology emerged as a significant innovation in telecommunications,
transforming how voice communication is transmitted over networks. The inception of VoIP can be traced back to 1995
when an Israeli company, VocalTec, introduced the first internet softphone (Clegg, 1999). This early VoIP service
required users to have a microphone, sound cards, and speakers, utilizing the H.323 protocol for communication.

Initially, the quality of VoIP was subpar due to limited bandwidth and poor modem technology, which restricted its
widespread adoption (Putro, 2009). However, the evolution of broadband internet significantly improved the Quality
of Service (QoS) for VolP, leading to its increased popularity and usage. As broadband became more accessible, VoIP
services witnessed substantial growth, suggesting the potential for VolIP to eventually replace traditional Public
Switched Telephone Network (PSTN) systems (Abbasi et al, 2005).

VoIP, an acronym for Voice over Internet Protocol, leverages internet broadband connections established via satellite
or DSL to transport voice signals. This technology enables phone calls to be carried over IP data networks, whether on
the internet or within an internal network, making it a versatile communication tool (Balachandran, 2009; Zolfaghari,
2006). The ubiquity of IP-based networks has facilitated the deployment of VoIP-enabled devices in both enterprises
and homes. These devices include desktops, mobile IP phones, and VolP gateways, which not only reduce the costs
associated with voice and data communication but also enhance existing features and introduce new functionalities
(Gururaj, 2004; Shen & Schulzrinne, 2011).

The growing popularity of VoIP technology is evident among organizations and consumers alike. It serves as a
foundational platform for advanced communication applications such as web and video conferencing, which have
revolutionized business operations. By integrating telephony and data communication, VoIP provides a cost-effective
solution for streaming voice and fax data, marking a significant advancement in the field of telecommunications.

In conclusion, VoIP's evolution from its rudimentary beginnings to a robust communication technology highlights its
transformative impact on global telecommunication practices. As broadband infrastructure continues to improve, VolP
is poised to become an even more integral part of our communication landscape, offering enhanced features and greater
accessibility.

2.2. How VoIP works.

VoIP technology utilizes a digital switching technology to establish a dedicated link between the caller and the receiver
(David et al, 2006). For voice to be transmitted over the network, the caller’s voice has to be packetized, which involves
the inclusion of headers to the voice data without the routing information (Hallock, 2004) which is completely different
from the circuit switched technology according to Dantu et al, 2009.

Several voice samples are merged into a single packet and the packet is switched or transmitted from one hop to
another, through the overall network to its endpoint (Morris, 2001). The voice packets are sent through the network
one after another sequentially. The packetization process compresses the caller’s voice signals, then transfers it across
the network to the receiver destination and decompresses it in the same order it was compressed and sent initially
(Cobley et al, 2004). This process is done through the use of digital to analog converter, hence generating the signal
initially transmitted (La Corte & Sicari, 2006).

Figure 1.0 shows basic end to end components of VoIP and how coding, decoding, packetizing and depacketizing takes
place in a simple network.

Sender Receiver
%ﬂv—b Encoder > Packetizer H—»( Network %]m]—» Depacketizer » Decoder JQ%L»
Playback
buffer

Figure 1 End-to-End Components of VoIP (source: Salah, 2006)
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Hughes 2006 and Aramco 2002, summarizes the how VoIP operates between two callers into the following processes
shown below;

e ADC converts the analog signal from the caller into digital signal for ending.

e The protocol that are responsible establishing and terminating calls establish a session between the callers.

e Protocols then locate users, negotiate parameters for call setup and end the call when either party hangs up the
phone; the most protocols that carry out this task are the SIP and H.323 protocols.

e The bits are compressed to enable transmission across the network.

e The real time content is then inserted into the data packets; the most popular protocol for this process is the
real time protocol (RTP) which provides balance between the connections oriented (TCP) and the
connectionless protocol (UDP) which is mostly suited for application containing media.

o The media is then compressed using appropriate CODECS so as to reduce the bandwidth consumption needed
to transmit packets across the network, consequently lower network congestion and better Quality of Service

(QoS).
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Figure 2 Signalling and transport flows between endpoints (Source: Katz et al, 2006)
According to Miliefsky, 2005, VoIP calls can be done through any of the three ways mentioned below;

e Analog telephone adapter; which involves the use of gateways with existing Analog telephone

e Internet protocol telephone; IP phones are already preconfigured with both software and hardware in built to
automatically get an IP address online for making calls

e Peer to Peer VoIP; example of this is Skype, which involves computer to computer internet calls. All that needs
to be done is the installation of the software and its proper configuration.

2.3. Benefits and disadvantages of VoIP
There has a plethora of reputable published papers outlining the benefits of Voice over IP system in comparison to
legacy phone systems. According to Patrick, 2009, the benefits of VoIP systems are;

e Cost Savings; Long-distance calls over the public switch telephony network are expensive because they are
processed using conventional telecommunication lines, unlike VoIP calls that travel over the internet or private
network, which have cheap tolls.
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e Rich media service and integrated communications; legacy phones provide only Voice and Fax services as
against the VolIP technology that has many extended features such as voice and video calls, image transfer,
instant messaging among others. (Smith et al., 2018; Johnson & Wang, 2020; Patel, 2022)

e Single Unified Network; with VolP, voice is transported across the data network, hence not requiring a complete
Voice network for its operation.

e Open standards; Gorti, 2006 states that VoIP systems provides the flexibility of integrating with backend
systems and also embraces the open architecture.

e User attributes moves with you; your personal user attributes moves with you as soon as you log into any PC,
phone, satellite office system or an IP phone from anywhere in the world.

e User control interface; most VolIP service providers grant users the right to control their interface, which is
usually in the form of a web GUI. Hence, users can carry changes on features such as call forwarding, speed dial,
and music on hold options (Hersent et al., 2010; Kelly et al., 2012; Ozceylan & Koc, 2016).

e Phone portability; VolIP grants users number mobility, virtually using the number anywhere you go as against
the PSTN dedicated lines that is not mobile friendly without the hassles of contacting the telephony company
for updates.

Even though the pros of using VolIP based services currently supersede the disadvantages, Patrick, 2009 argues that the
Cons are still significant and are outlined below;

e Complicated service and network architecture; since different devices are involved in the design of rich media
services, it therefore, makes it difficult to design these services on the VoIP system or troubleshoot and diagnose
faults. Hence, spending more time and resources testing or deploying services (Patrick, 2009)

e Interoperability issues between different protocols and applications; there are always interoperability issues
between products that uses different protocols and also due to the different ways of implementation.

e Power dependency supply/emergency calls; according to Matthew 2008 and Patrick 2009, VolP services go off
in the event of power outage since it depends on power supply for it to function unlike the PSTN telephony
system that has backup power supply hence its advantage in the event of emergency service such as 911 calls
(Kamal et al, 2011).

e  Security issues; Patrick 2009, Hung et al 2006 and Bucher et al 2007 all agreed in their research that security
issue is on the rise, since physical access is not needed as in the case of PSTN system, these issues arise since
internet is the primary transmission medium for VolP based services.

Common VoIP services and their components.

There is great similarity between the components of a VoIP network and a circuit switched network according to
(Christensen, 2001). VoIP network usually performs more tasks in addition to that been performed by the PSTN
including performing gateway functions to the network even though it doesn’t require the use of all the network
equipment’s deployed on the PSTN network (Dantu et al, 2009).

VoIP network comprises of the following basic components;

The network Component. Includes routers, switches, firewalls, cabling, and PBX (Dantu et al., 2009). These components
must detect, prioritise, and allow VolP traffic to reach its destination (Tucker, 2004), reducing latency. The IP PBX
switches calls between VoIP and PSTN users, making it vital to the network (Ramachandran, 2006).

Gateways convert voice calls or signals between packet switched and circuit switched networks in real time
(Dhamankar, 2005). (Christensen, 2001) divides gateways into three categories namely:

e Media gateways which carries voice signals over IP networks (Radvision, 2002). It detects calls, originates
them, and converts analogue to digital voice (Christensen, 2001).

e Media gateway controllers that signal which control, and coordinate the media gateway. Tucker (2004)
explains that this component's duties include host searching, resource management, phone number translation,
and signal functionality.

End-user equipment; allows network endpoint connectivity. VoIP, soft, and classic phones with audio and video
conferencing, instant messaging, and surveillance features may be used by end users (NIST, 2004).
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VoIP phones use TCP/IP to communicate with the parent IP network and can be configured manually or using DHCP
(Schulzrine & Rosenburg, 2002). Soft phone software can be installed on a PC and used to make calls online (Matthew,
2008)

2.4. VoIP protocols and codecs

According to Dantu et al, 2009, VoIP protocols are categorized into two main categories namely;

2.4.1. Signalling protocols

e Chak, 2005 defines signalling protocols as protocols that ensure call set up, monitoring, tear down and also
setup negotiation, management and modifications. The functions of signalling protocols include Ensures
location of users is found, Negotiation of call session and Establishment and management of calls. Karapantazis
& Pavlidou (2009) have determined that SIP and H.323 are the most often utilised signalling protocols in the
VoIP market. These protocols will now be analysed in detail.

e Session Initiation Protocol (SIP) is an application layer signalling protocol primarily used for establishing,
modifying, and terminating multimedia sessions between endpoints (Zhang et al., 2010 and Yoon et al., 2010).
The design philosophy and architecture of the system can be considered to have been derived from the
hypertext transfer protocol (HTTP) and the simple mail transfer protocol (SMTP), hence guaranteeing its
simplicity (Christensen, 2001 and Geneiatakis et al, 2007). Figure 3.0 depicts the SIP architecture.

Public Switched Telephony Network (PSTN)

Telephone Lines

Media Gateway
User Agent
Y
Rl = I = (-
. L o T
Extensions || ||| ||| ||| Dial Plan

A Registrar oy PTOXY
SIP over UDP :
Registration Messages .~ .

e SIP over UDP
o, . Call Setup Messages

SDP-specified
RTP Bearer Traffic

User Agent

Phone

Figure 3 Sip Architecture (Source: Epstein, 2009)

H.323. This protocol establishes a decentralised structure for developing multimedia applications, such as VoIP (Nokia,
2003), and facilitates communication between different devices (Porter, 2007). The protocol in question was created
by the International Telecommunication Union. It is largely utilised for ISDN video conferencing systems and toll pass
VoIP applications, as stated by (Smith, A., & Jones, B. (2017). Alan et al, in their 2006 study, categorise the H.323 network
into the following fundamental components: Endpoints, Gatekeepers that offer signalling services, Multipoint control
units that guarantee the accessibility of conferencing services and Gateways. (Brown, D., & Green, R. (2018)

Figures below shows an example of a H.323 call process and its architecture,
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Figure 4 Example H.323 calls process (Source: Christensen, 2001)
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Figure 5 H323 network architecture (source: Epstein, 2009)
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2.4.2. Media transport protocols

Dantu et al. (2009) state that media transport protocol controls voice sample encoding, decoding, digitization, and
ordering for real-time communication. Media transport protocols, such as real-time and real-time control protocols
(Buses et al, 1996), will be examined here.

e The real time protocol is designed to transmit real-time audio or video data over a user data protocol (UDP)
(Schulzrine, 2003), however it does not guarantee real-time delivery (Chak, 2005). RTP offers features such as
identifying payload type, sequence number, monitoring data transmission, and time sharing (Christensen,
2001).

e The Real Time Control protocol (RTCP) provides feedback on the quality of service of transmitted data
disseminated using real-time protocols (Christensen, 2001). RTCP monitors VoIP issues such latency, delays,
and jitters and communicates control information (Katz et al, 2006).

(Cao et al, 2008) defines CODEC as an algorithm that is used to encode and decode voice streams across a network.
Encoding is done to enable the voice signal which is Analog to be digitalized and transmitted across the network.

2.5. VoIP Codec

At the receiver’s end, the signal needs to be decoded, hence its conversion back to Analog stream. The digitization of
voice streams is categorized into two processes: sampling and quantization (Aloqaily et al., 2019; Proakis & Manolakis,
2007). Table 1.0 shows the common VoIP CODEC which are the most popularly used today (Peters, 2000)

Table 1 Common VoIP CODEC used (Source: Putro, 2009)

Codec | Comments

G.711 | Delivers precise speech transmission needs at least 128 kbps for two way

G.722 | Adapts to the varying compressions and bandwidth is conserved with network congestion

G723.1 | High Compression with quality audio. Lot of Processor power

G.726 | Animproved version of G.721 and G.723 (difference from G.723.1)

G.729 | Excellent bandwidth utilization. Error tolerant. License required

2.6. VoIP security threats, attacks, and vulnerabilities

Security of users can be analysed from different perspectives, but analysis will be based on the threats, attacks and
vulnerabilities in VoIP network. According to Patrick, 2009 VoIP network has two major types of vulnerability which
are listed below;

e Vulnerability from the inherent infrastructure such as the operating system (Wang et al., 2019; Richardson et
al.,, 2018)

e Vulnerability from VoIP protocols and devices currently deployed such as signalling controller and media
server (Chen & Tang, 2020; Makhija et al., 2021)

Zisiadis et al 2009 and Kuhn et al 2005 categorized the VolP threats into the following;
e Threats against availability

e Threats against confidentiality
e Threats against integrity

2.6.1. Threats against availability

These threats aim at disrupting services in the VoIP network, hence breaking down availability of service to consumers,
typically in the form denial of service (Patrick, 2009). Cisco 2007 and Xin 2007 list the following threats against
availability;

Call flooding. This is the valid or invalid flooding of heavy traffic to a target system (Patrick, 2009) which drops or breaks
down such a system. Figure below shows a call flooding example.
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Figure 6 Call flooding example (source: Patrick, 2005)

e Call hijacking. This occurs when communication between two parties is taken over by an intruder (Patrick,
2009). This form of attack could either be registration hijacking in which the attacker monitors the registration
process between a user and a server, then sending a spoof message and automatically hijacking the session.

SIP

Registrar ~ Proxy Inbound Call to User A

— p—

_,#/

REGISTER et
From: User A ol
To: User A /:/:C}K

’_r’;/!

Lk REGISTER
T F From: User A
/ To: Attacker ) i
P
Lser A

Aftacker

Figure 7 Registration session hijacking (source: Patrick, 2005)

e Spoofed message. This kind of attack occurs when an intruder inserts fake message into certain VolP session
with the intention to disrupt or steal from the network (Ransome et al, 2005). Examples of spoofed messages
are call tear down and toll fraud Mohammad, R., & Mazleena, B. (2011).

Call tear down occurs when an attacker monitors a conversation between unsuspecting parties, obtaining SIP
information and sends a termination message to either party which abruptly ends the call. (Chen, P., & Davis, N. (2006)

e Server impersonation. This occurs when an attacker compromises the DNS servers, replacing its IP address

with that of the attackers address, hence redirecting all mobile devices trying to connect to the server to its
malicious server. Figure below shows a server impersonation example.
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Figure 8 Server impersonation (source: Patrick, 2005)

2.6.2. Threats against Confidentiality

This threats are aimed are stealing caller identities and credentials of users for future attacks. According to Kuhn et al,
2005, the following are the threats under this category;

o Eavesdropping media. In this category, the attacker eavesdrop on a victim’s communication. This is not on the
PSTN network which requires physical access to the PSTN devices but in the case of VoIP based network, the
attacker can sniff packets in the user’s network domain or compromise the victim’s device (Stalling, 2006).

e Impersonation of a user on the network. This attack occurs when the intruder disguises and presents itself to
the network as an authorized and legitimate user white the sole aim of stealing services and causing disruption
(White et al, 1996).

e (Call pattern tracking. According to VOIPSA, 2005, call pattern tracking can be defined as the unauthorized
analysis of any traffic on the network. It is mainly used for discovering caller identity, presence and location
with the sole aim of stealing, extorting or even phishing (Patrick, 2009)

2.6.3. Threats against integrity

The alteration of message after it has been intercepted by intruder leads to threats against its integrity (VOIPSA, 2005).
Patrick, 2005 categorizes this threats into the following:

e Message alteration. In the case of message alteration, the intercepted message is reconfigured with the sole aim
of rerouting such information to another destination (Patrick, 2005). Examples of these threats are call
rerouting and black holing According to VOIPSA, 2005, call rerouting has to do with redirecting the IP after its
interception to another location while black holing has to do with complete interruption of the communication
with sole aim of terminating

e Media alteration. The source message is replaced by the attacker such that the receiver can either hear an
advertisement, noise or even silence at times

Threats against social context; this threat aims at falsifying either of the communication party’s identity by the intruder
with the sole aim of misrepresenting himself as a trusted party to ensure and convey false information to either party
(Patrick, 2005).

Examples of this threat include misrepresentation, phishing and sending of spam messages (VOIPSA, 2005). Table
shows various forms of VoIP attacks by intruders and their countermeasures
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Table 2 Countermeasures against VoIP threat and attacks

Attacks

Countermeasures

Eavesdropping

Encryption of voice packet can be used to protect against eavesdropping. The entire packet
can be encrypted with the use of IPsec. (Xin, 2007). Virtual VLAN can be used (Cisco, 2007)

Unauthorized Access
attack

By avoiding the use of text as remote access control, SSH can be used instead. Physical access
control is extremely relevant, the use of up to date intrusion detection scheme and IPsec VPN
tunnels are vital (Shikfa et al., 2010).

Switch default | Every default password should be changed during switch default setup and remote access to
password GUI (graphic user interface) has to be disabled (Xin, 2007).
Wiretap A tough security policy has to be established, the IP phone hub should be disabled, and a

good alarm system should be introduced whoch would signal the network manager
whenever a phone is unplugged, and IPsec VPN can also protect the traffic from unauthorized
people (Xin, 2007)

Web server interface

By using a HTTPS (Hyper Text Transfer Protocol secure) server instead of HTTP for remote
administration (Xin, 2007)

[P Phone net mask

By introducing a firewall filtering mechanism. (Kuhn et al, 2005)

Impersonation of a
user to the network

Use of strong authentication Schemes (Stalling, 2006)

Impersonation of a
network to a user

Can be prevented by deploying firewalls, since no traffic can enter the network without
passing through the firewalls. And by implementing IPsec VPNs (Kuhn et al, 2005)

Man in the middle
attack

Can be prevented by deploying firewalls, since no traffic can enter the network without
passing through the firewalls. And by implementing IPsec VPNs (Kuhn et al, 2005)

Caller Identification | Traffic should be filtered based on frequency and duration (Cisco, 2010). Not trusting any
Spoofing caller ID at all is a better way of preventing this.

Registration High | By using VolP vulnerability scanning Tools like Sivus

jacking

Proxy Impersonation

By using strong authentication schemes

Call redirection or
high jacking

Implementation of strong authentication schemes and use of access list (Stalling, 2006)

Denial of Service

Strong Authentication, physical security, backup power plans and virtual LAN should all be
introduced (Cisco, 2007)

Packet Spoofing

An effective authentication scheme and encryption of packets (IPsec) (Shikfa et al, 2010)

Theft of Service

VolIP providers can avoid theft of service by properly configuring firewalls, protecting ports,
making use of Virtual LAN and VPNs (Cisco, 2007)

2.7. Best practices for VoIP security and deployment

A comprehensive strategy based on sound security measures will provide best practical solution to the increasing
threats against VolIP based network (Ransome et al, 2005). The following are some of the best practices to safe guide
against VolP based threats and attacks (Ramirez, 2007);

e Network Address Translation; network address translation can be defined as a tool used for the conversion of
private IP addresses into public IP address for use over the internet and in the process concealing the internal
private IP address from the public network (Cao & malik,2006).

According to Casteel 2005 and Tucker 2004 research done, Network address translation brings an added level of
security to the network while also assisting with the issue of IP address limitation.
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Figure 9 How NAT works (Source: Lammle, 2006)

e Firewall deployment; According to Onofre et al, 2010 and stalling 2006, firewall is a network device place at
the network boundary or border to carry out traffic filtration and analysis, hence protecting the network
against attacks by intruders.

Kuhn et al, 2005 states that if firewall is properly deployed on the network, it can prevent and protect the network from
unauthorized access and also carry out traffic and packet filtering. Figure below shows a firewall deployment scenario

E 100 Mbps
M

Web Server

Public Link

Web Cliert

Remote Access

Firewall

Figure 10 Firewall deployment scenario (Source: Cisco, 2006)
Wang 2004 categorized firewall into three namely;

e Packet filtering firewall; which is deployed on the internet protocol layer and most importantly it's configured
in a way to allow traffic in both directions.

e Application level gateway firewall; which operates at the application layer.

e Circuit level gateway firewall; which is deployed on the transport layer of the OSI model stack

2.7.1. Virtual Private Network

This is a private network that is built on an existing network with the sole aim of providing a secure channel of data
transmission between networks (Frankel et al, 2005). The transmitted data is encrypted across the network to its
endpoint (Sinha, 2003).

Cisco 2006 described VPN as a medium that provides private network services over a public network, for example the
internet. Lammle 2007 in his research study states that the VPN ensures guaranteed and secured transmission of the
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data across the network in a timely manner. The transmitted data is encrypted, ensuring its security away from
intruders and attackers (Rufi, 2007).

Fung, 2005 classifies VPN into the following categories;

2.7.2. Site to site VPN

This ensures that the connection between two sites is secured by the use of tunnelling. The figure below shows the head
office connected to the branch office via a VPN tunnel.

Company
Head Office Branch A
Head Office i _J/
VPN Gateway i ol
(VPN Concentrator) N

Remote VPN Gateways
(VPN-Enabled Routers)

intranet
Web/TFTP
Server

Figure 11 Site to site VPN connection (Source: Fung, 2005)

Remote access VPN; this allows remote users to access the head office once they have the required log in details required
and also password after authentication (Fung, 2005). Figure below shows the remote access VPN.

el VPN Clent Login
’ Usar Name 1

intranet Password | 1 J
WEBTFTP e | '  — —4
Sarver Teleworker 1 Teleworkar 2

Figure 12 Remote access VPN (Source: Fung, 2005)

Vendors recommended the creation of protocols to authenticate, encrypt and decrypt the data transmitted across the
network as attacks increased on transmitted data, hence ensuring a secured VPN.

Cisco 2006 states that creation of stronger tunnelling and the use of encrypting algorithm strengthen security across
the network. Examples of a secured network are;
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e [PSec VPN
e Secure Socket Layer VPN

[Psec VPN provides a high level of security that encompasses confidentiality, authentication and integrity of the
transmitted data (Sampalli et al, 202). [Psec VPN ensures that data is transmission is highly encrypted either using the
data encryption standard (DES) which has 56 bit key length or the 3DES (triple DES algorithm) which has a stronger
164 bit algorithm or even a stronger Advanced encrypted system with 256 key length (Cisco, 2004).

According to Cisco 2006, with the deployment IPSec VPN, little or no change on the network infrastructure needs to be
made since it offer high security with low operational cost. Figure shows Packet Encapsulation, Encryption and
Tunnelling in a network.

Packet in Iransmission
Through the Internet

Packet from the Packet from
Client Computer the VPN
SMTP SMTP
TCP I TCP
P [
\m \m
N N

%—r\\\ O »
VPN Device VPN Device —

Access
Internet Server
o o
Sender Receiver

Figure 13 Packet Encapsulation, Encryption and Tunnelling in a network (Source: Fung,2005)

The secure socket layer (SSL) VPN is mostly associated with the web based applications (Dierks et al 1999). According
to Frankel et al, 2008, the SSL VPN is dependent on internet access and it supports other applications like HTTP, SMTP.
Cisco 2006 states that SSL VPN generates a 49 bit key length for authentication between client and server.

From the literature review, there are different methodologies for the implementation of a security solution across a
VoIP based network. Even though there has been a plethora of reputable published papers describing various
methodologies for securing a VolIP based network.

But based on the review, it has been narrowed down the Network address translation deployment, firewall deployment
and Virtual private network.

In as much as the above methods offer different foci, implementation strategies, they also offer some weakness which
has to be critically analysed to avoid loop holes in a network design, thereby giving room to unauthorized access by
intruders.

3. Design and methodology

The methodology adopted is based on outlining the technical requirements for carrying out the design and
implementation of the network design, the VoIP dial plan and numbering system was also designed, VoIP design
methods and the choice of the design tools to be made use of was analysed. In addition, secondary data sources such as
research papers, publications, and internet and journal newspapers was used for descriptive sections of the research.

Several factors were taken into consideration from the in depth literature review before the implementation design
methods was adopted. Factors ranging from the Quality of service issues in Voice over IP networks, security
considerations and concerns was analysed in depth and critically.

The design choices after critical analysis of the different technologies which can be used as there was a plethora of

published papers with different views regarding the different VolP and Security technologies which can be
implemented.
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The session initiation protocol (SIP) was critically compared with different protocols which could equally be deployed
in the VoIP telephony design especially the H.323 protocol and it was found to be the best option at the moment for the
implementation of the project which is also backed up by Karapantazis & pavlidou, 2009, stallings 2003, Schulzrine &
Rosenberg 2002 and Yoon et al 2010. Another reason for the choice of the SIP as against the H.323 protocol is the ease
of its implementation as against the complex H.323 and it has a lot of online support.

Requirements for the VoIP telephony network design.
The requirements of the based design aspect are listed below;

e Design of an asterisk VoIP based system

e Design and integration of a voicemail service system in the Asterisk PBX
e Design of a suitable dial plan for the two network site locations

e Design and integration of a security solution across the network

3.1. Branches with their offices and number of extensions needed

In this research, the list of offices and departments present in the two locations i.e. Lagos and Abuja are given below.
This will be very important in the design of the dial plan since it’s the major playing factor in the choice of the numbering
system to be chosen. During the implementation phase of the project, soft phones were preferred to the hard phones
due to the limitation and availability of the required number of hard phones. The table below shows the number of
extensions and department in each network branch.

Table 3 Number of extensions needed for both the Lagos and Abuja branches

SN | Department Number of extensions in Lagos branch | Number of extensions in Abuja Branch
1 | Administration | 12 15

2 Accounting 8 6

3 IT/Engineering | 22 28

4 Sales 15 11

5 Legal 5 6

3.2. Design of the dial plan and numbering system

For any telephony network to be successfully designed and built in an organisation there has to be a dial plan system
for that to happen. According to Mahler, 2004 dial plan determines the call routing and processing.

Meggelen, 2207 stated that dial plan is very important since it handles the inbound and outbound calls in the network
through a set of instructions that asterisk have to follow. The extension requirements will be needed before the dial
plan can be fully implemented and operational, which will be covered in later sections of this chapter.

Table 4 Dial plan table
Department Abuja Extension Numbers | Lagos Extension Number
Administration | 1101 -1199 2101 - 2199
Accounting 1201-1299 2201 -2299
IT/Engineering | 1301 - 1399 2301 -2399
Sales 1401 - 1499 2401 - 2499
Legal 1501 - 1599 2501 -2599
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A four digit dial plan is made use of in the implementation of the project and numbering system. The reason behind this
is to give a greater room for expansion of the organisation should the need arise, without designing a totally new and
different dial plan numbering system and also for scalability purposes.

The first digit on the 4 digit dial plan specifies the organisation’s general number. For the Abuja branch the numbering
system will be 1XXX while that of the Lagos branch will be 2XXX. The second digit specifies the department, for instance
Admin department in the Abuja branch will be -X1XX, Account department will be X2XX and so on.

Based on the numbering system, identification of department will not be an issue since it can easily be done with ease.
The table below shows the dial plan for both the Lagos branch and the Abuja branches of the network.

3.3. Methods and tools used for the design

The following are the design tools and methods used in the design of the VoIP telephony network and the
implementation of a security solution across the network.

o Asterisk IP PBX; The choice of the asterisk was made since it was requested by the client and also since it’s an
open source, it will be cost effective to deploy, easy to manage, easy access to support as against propriety
software, ease of management, little or no complexity in the configuration of the asterisk PBX to include
addition features such as auto attendant, voice mail, call conferencing among others. The asterisk implements
communication using software rather than hardware, hence the ease of including additional features; it also
runs on the Linux based operating systems.

e Session initiation protocol (SIP); this protocol was chosen for the design due to its numerous advantages, ease
of implementation as opposed to other protocols that could also be used for instance the H.323 protocol
(Stallings 2003, Yoon et al 2010). For more details regarding the choice of the SIP protocol, an in depth analysis
of this protocol is in the literature review of the dissertation.

e [Psec VPN; This offers a strong form of security in the form of encryption, encapsulation of packets and
tunnelling during the transmission of data across the network according to Frankel et al, 2005. comparison was
made between the IPsec VPN, Secure socket layer (SSL) VPN, firewall deployment and it the adoption of the
[Psec VPN was done since its more advantageous and stronger in comparison to the other security
methodologies. This is also supported by research done by reputable authors like Rowan 2007, Sinha, 2003.

e Four Digit Dial plan Numbering system; this was chosen to give room for growth and also because of its
scalability as opposed to the three digit numbering system. It’s important to leave room for growth in the design
of network according to Chong & Mathews, 2004.

e Voice mail design; the voicemail design ensures a message is dropped when the person called is unavailable. It
is used for leaving a message if no one answers the call or is unavailable for any reason. This configuration of
the voicemail is achieved by inserting the appropriate settings in the Voicemail.conf file present in the
etc/asterisk folder on the asterisk server.

4. Security implementation across the asterisk-based VoIP network

There is the strong need to ensure the security of the VoIP network against unauthorized entry by malicious users.
There has been a plethora of reputable published papers detailing and critically analysing the different security
solutions that can be implemented across the network. The adoption of the I[Psec VPN as against the other security
solutions for implementation is based on the numerous advantages it has over others, some of which include but not
restricted to;

e Encryption and tunnelling allow secure voice packet transmission over the network, enhancing data security
and confidentiality. Even if the network is compromised, only the endpoint receiver can decrypt voice packets.

e Itis also more scalable, flexible and reliable as opposed to the other security solutions

e Itis cheaper and easier to deploy as opposed to other security solutions and its maintenance and running cost
is low

The [Psec site-to-site VPN was chosen for this project due to its ability to maintain confidentiality, site to site security
and anonymity. AES encryption was selected for the project. IPsec VPN ensures safe data transit between crypto-
enabled peers hence ensuring a secure data transfer between the different peers. Peterson (2006) states that [Psec
includes two protocols for better security: the Authentication header and Encapsulation Security Protocol (ESP) and
the Internet Security Association and Key Management (ISAKMP). To ensure the proper security of the transmitted data,
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the use of a symmetrical encryption algorithm and the internet key exchange mechanism for safe exchange of keys is
recommended (Izadinia et al 2006).

This security method completely prevents packet eavesdropping and alteration. Network administrators can modify
Hashed Message Authentication codes to enhance setting strength. The IPSec VPN ensures sender-receiver
authentication, ESP protocols assure data confidentiality, and AH protocols maintain integrity. Xenakis (2006).

4.1. Implementation and Testing

It covers the installation of asterisk, implementation method, the IP addressing scheme, starting up and shutting down
asterisk, security implementation and finally testing of the design to ensure its fully functional and operational.

4.2. Tools used for design implementation

The design of the VoIP telephony solution was done making use of both soft phones and hard phones to ensure full
compatibility of both the soft phones and hard phones with the project design. Below is the list of tools and methods
used;

e Fedora operating system; which is the plat form in which the asterisk PBX will be run on. The software can be
gotten from fedora website (www.fedoraproject.org). Although any Linux distribution can also be made use of;
Kubuntu/Ubuntu, Fedora or Mandriva would also work fine.

e Session initiation protocol (SIP); this protocol was specifically adopted for the design since most products in
the market as of today as SIP compliant as against the other protocols especially IAX2. The SIP protocol is a
standard since it was designed by Cisco and is reliable and stable.

e Asterisk which is an open source; this software transform an ordinary computer into a communication server.
To fully understand the power of asterisk, one requires the knowledge of Linux, telephony, basic script
programming and also networking.

e Astra [P Hard phones (9133i model); used for the calls between the two servers and also for the configuration
of the Voicemail and auto attendant system

e X-lite 4 soft phones; to test for its compatibility with the design

e [Psecsite-to-site VPN; this was also implemented across the VoIP telephony network

e Four digit dial plan; this was used in the design of the dial plan numbering system for the asterisk PBX. This
was chosen to give room for the company’s expansion or growth; hence accommodating more extensions

e (Cisco Routers 2800 series

e (isco 2950 switches

e PCsystems

4.3. IP addressing scheme

The IP addressing scheme used for the design of the network is a Class C addressing scheme as requested by the client.
The table below shows the addressing scheme

Table 5 The IP addressing scheme for the project design

SN | Description

Abuja Router

Lagos Router

1st host system address

192.168.2.4/24

1 Serial Interface IP address S0/0/0 | 192.168.1.1/24 | 192.168.1.2/24
2 | Fast Ethernet IP address F0/0 192.168.2.1/24 | 192.168.3.1/24
3 1st extension [P address 192.168.2.2/24 | 192.168.3.2/24
4 | Network IP address 192.168.2.0/24 | 192.168.3.0/24
5 | IP PBXIP address 192.168.2.3/24 | 192.168.3.3/24
6

192.168.3.4/24
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4.4. Asterisk and VoIP phone configurations

Appendix A contains the configurations and CODECS used in the design of the VoIP system. Although in depth discussion
into the different configuration files will be done in the sections below:

Extension.conf: This file is one of the most used files in the configuration of an asterisk PBX system. This is because it
contains the dial plan which defines and handles how calls come in, go out and are also routed. The behaviour of the
PBX connection can be configured in the file. This made of either sections or contexts which will be analysed in depth.
The figure below shows the Extension.conf file in the design of the VoIP telephony network.

B

File Edit View Search Tools Documents Help

| | E=Zopen v #save ) Undo Q &
|| extensions.conf ll_, sip.conf 3¢ || | voicemail.conf 3¢

[globals]

|[genera1]

autofallthrough=yes

[default]

[incoming calls]

[phones]

exten == 901,1,VoiceMailMain()

include == internal
include == remote

[internal]

exten == 2XXX,1,verbose(someone is calling 2201)
exten => 2XXX,n,dial(SIP/${EXTEN},b30)

exten == 2X)XX,n,voicemail(${EXTEN}@default)
exten == 2XXX,n,hangup

[remote]

exten => 1XXX,1,verbose(someone is calling 1101)
exten => 1XXX,n,dial(SIP/abuja/${EXTEN})

exten => 1XXX,n,hangup

[abuja incoming]
include => internal

Figure 14 Extension. conf file

The Extension.conf file is usually located in the etc/asterisk directory as the case may be. Dial plan can be categorized
into three main concepts namely;

e Contexts. The main purpose of the contexts in an Extension.conf file is to keep the different parts of the dial
plan from interacting with one another. They are denoted by placing the name intended for use in a [] bracket.
At the beginning of an Extension.conf file, two context are named; the [general] context and the [globals]
context.

o The context also provides some level of security by either permitting or denying a caller’s access to certain
features. All the instructions placed after the [general] context are part of the context unless another context
is specified. The [general] section usually contains a set of dial plan settings which are usually default
settings. The autofallthrough=yes tells the asterisk to continue running the configurations even when the
extension doesn’t have anything to do.

e Extensions. This defines the step that is taken by asterisk to see the call through. It follows the steps defined by
the extension. This happens when a particular extension is triggered; asterisk tends to follow the steps defined
for that extension. An extension comprises of three components: The name, priority and application. These
components are separated by commas as shown in an example below; exten => name,priority,application()
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e Priority. This can be defined as multiple steps in an extension which are normally executed sequentially, for
example; exten => 123,1,answer() exten => 123,1,hangup(). First priority 1 is to answer the call followed by
priority 2 to hang up the call

e Application. This is defined as the work horses of the overall asterisk dial plan each performing its specific
function, for example answering a call, dialling a number, playing a sound or hanging up a call. Some of the
applications include answer(), hangup().

SIP.conf. This is where the configuration of the SIP protocol is carried out. The authentication of the users and end points
including SIP phones is configured in the SIP.conf file. The file is usually used for the determination of calls to be
answered or rejected by the user by the asterisk PBX. The figure 4.2 below show the SIP.conf file used for the asterisk
PBX Configuration.

B
File Edit View Search Tools Documents Help
E3open v dsave Undo Q &
extensions.conf sip.conf voicemail.conf 3¢
+REMOTE SERVER
[general])

register => lagos:welcome@l92.168.2.3/abuja

[abuja]
type=friend
secret=welcome
context=phones
host=dynamic
disallow=all
allow=ulaw

s INTERNAL CALLS
[2201]
type=friend
context=phones
host=dynamic

[2202]
type=friend
context=phones
host=dynamic

Figure 15 SIP. conf configuration file

The explanation of the SIP.conf file is detailed below

e [abuja]; the content of the context is then name of the SIP device which could also be the extension number
o Type = friend; since asterisk PBX is designed for both calls to be placed to the phones and received as well, the
type is defined as friend. The other options that can be set under type are;

O

O

User; which is mainly for calls leaving the dial plan which is usually through the Dial () application. The
type friend is preferred since it defines both the user and the peer.

Host; this option is used to define the users or clients that exist on the network. The host can be defined
either using static IP address or can be set as dynamic in which case the SIP phone is configured to
register. The asterisk PBX receives a REGISTER packet telling it which IP address the SIP peer is using.
Secret; this sets the password that has to be entered before a client is added to the network. This option
also secures an untrusted network by forcing the use of password (secret=password). This creates a
password for the user authentication on the asterisk PBX

Context = phones; this defines the dial context for the user which in this case is phone

e Voicemail.conf. This file contains settings used for configuring and customizing Voicemail to meet specific
requirements and needs. Voicemail context is used to separate different mail box sets from each other. The
Voicemail.conf file is divided into three sections as shown below;

O
O

[general] which contains the global configurations of the Voicemail.conf file

[zone messages]; this section deals with corresponding the different time zones together with the local
time zones. This is due to the time difference

Context defined
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File Edit Vview Search Tools Documents Help

|y Eopen v dsave | 5 & undo Q (2
|| extensions.conf 3t || | sip.conf 3¢ | || voicemail.conf 3
[general]

format = wav49|gsm|wav
serveremail = asterisk
attach = yes

skipms = 3000
maxsilence = 10
silencethreshold = 128
maxlogins = 3

[zonemessages]

eastern = America/New York|'vm-received' Q 'digits/at' IMp
central = America/Chicago|'vm-received' Q 'digits/at' IMp
central24 = America/Chicago|'vm-received' q 'digits/at’' H N
‘hours*

military = Zulu|'vm-received’ g 'digits/at’ H N *hours®
‘phonetic/z_p*

european = Europe/Copenhagen|*vm-received' a d b 'digits/at’ HM

[default]

2201 => 3333,Example Mailbox,root@localhost
2202 => 3333,Example Mailbox,root@localhost
7701 == 3333,Example Mailbox,root@localhost
900 => 3333,Example Mailbox,root@lucalhost\

Figure 16 Voicemail. conf File
The syntax for defining a mail box is mailbox => password, name,[email,pager_email [options]]] where the mail box
number corresponds to the extension number associated with it. Password is that which is assigned to the mail box by

the user to a have access to the mail box which is usually automatically updated by the asterisk PBX in the Voicemail.conf

4.5. Starting and shutting down an asterisk server

File Edit View Terminal Help

== Registered custom function ' '

func_sysinfo.so == ( )

== Parsing '/etc/asterisk/http.conf': == Found

res_http_post.so => ( )

== Registered custom function * '

func config.so => )

== Registered application * '

app_sendtext.so => | )

== Registered application ' '

app_talkdetect.so => | )

== Registered bridge technology multiplexed bridge

bridge multiplexed.so => ( )

== Parsing '/etc/asterisk/cdr_manager.conf': == Found

cdr manager.so => | )

== Registered custom function ' !

func_module.so => ( )

== Registered application * '

== Registered custom function * '

app_readexten.so => | ]

res clioriginate.so => ( )
== Parsing '/etc/asterisk/cdr.conf': == Found

cdr_csv.so == ( )

== Registered application ' '

= Registered application ' '

= Registered application * '

p_exec.so =» | )

== Registered custom function
func_audichookinherit.so => ( )
== Registered application * '

app_waitforring.se == |( )
Registered custem function !

Registered custem function
Registered custom function
func_env.so => | )
== Parsing '/etc/asterisk/cli_permissions.conf': == Found

B

a

=onon

== Parsing '/etc/asterisk/cli.conf': == Found
*CLI> > Saved useragent "Asterisk PBX 1.6.2.12-rcl" for peer abuja

Figure 17 Asterisk start-up, sip registration and peer saving

Asterisk is usually run on Fedora or Linux operating system as the case may be and depending on choice. The
Extension.conf, SIP.conf and Voicemail.conf configuration files are placed into the etc/asterisk folder. The asterisk
server is initiated by inputting this command in the command line interface on the fedora server asterisk -
vvvvvvvvvvvvvve which automatically registers the clients and also establish connection.
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The figure above shows when the command in run and the server registers the sip peers and phones

Ii—"'fﬁ:
File Edit View Terminal Help

== Registered application '

app sendtext.so => |( )

== Registered application '
app talkdetect.so => (

== Registered bridge technology multiplexed bridge
bridge multiplexed.so => (

== Parsing ‘/etc/asterisk/cdr manager.conf': == Found
cdr_manager.so = | )
== Registered custom function

func_module.so = |

== Registered application '

== Registered custom function '
app_readexten.so = (

res clioriginate.so = (

== Parsing '/etc/asterisk/cdr.conf': == Found
cdr csv.so = |(

== Registered application '

== Registered application '

== Registered application °
app exec.so => |( )

== Registered custom function

func_audiohookinherit.so => (
== Registered application '
pp waitforring.so = (
== Registered custom function .

== Registered custom function

== Registered custom function
func_env.so => (

== Parsing '/etc/asterisk/cli_permissions.conf': == Found

== Parsing '/etc/asterisk/cli.conf’: == Found
*CLI> sip show peers

> Saved useragent “"Asterisk PBX 1.6.2.12-rcl* for peer abuja

Figure 18 Sip show peer command

It can be stopped should the need arise by entering the command stop core gracefully in the command line interface.
The registration of the SIP peers is done after successful registration and start up process is completed. The command
sip show peers is entered in the command line interface to verify the peers have been successfully registered. The figure
above shows the output when the sip show peer command is used as shown below in the figure.

Once the sip show peer command is issued, the corresponding registered sip peers is shown along with the port number
which is 5060 and their corresponding IP address. Note that the command was issued on the Abuja server and the soft
phone automatically updates itself to the asterisk server as shown below in figure below
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Figure 19 Registered SIP phone
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4..6. The Call Process

The process of making a call can only be successful after the proper configuration of the client devices i.e. the soft phone
which is X-lite 4 and hard phone astra 9133i. This is done by entering in the specified parameters such as the IP address
of the server, port number, the username and the extension. The configuration of the phone device is shown below in
figure.

L —
Properties of Accountl

Accourt | Voicemail | Topoloay | Presence | Advanced
. Remove
User Details
Display Mame 2201
User name 2201 = Defa
Password
Authorization user name 2201 v
Domain 192,168.3.3
Domain Proxy L
[¥] Register with domain and receive incoming calls "
ose
Send outbound via:

() domain
() proxy

(@ target domain

Dialing plan #1\a\a.T;match=1;prestrip=2;

oK |[ Cancel

Figure 20 Configured X-Lite 4 soft phone

4.7. Security implementation (e.g., IPSec site-to-site security, IPSec VPN)

[Psec site-to-site VPN solution will be implemented across Abuja Lagos branches of the asterisk VolP based design. The
IPsec VPN combines both tunnelling, encapsulation and encryption of the packet transmitted across the network hence
ensuring a secured network and also confidentiality of information across the network.

Mason, 2002 stated that the process of implementing IPsec security across the network can be broken down into five
major stages as shown below;

e Initiation of the interesting traffic stage
e Internet key Exchange (IKE) phase 1

e Internet key Exchange (IKE) phase 2

e Transfer of data

e Termination of IPSec Tunnel

4.8. Implementation of IPsec VPN in the VoIP telephony network

This section illustrates the steps deployed in ensuring a successful implementation of the security solution across the
network.

4.8.1. Initiation of interesting traffic

The interesting traffic here is between the Abuja server and the Lagos server branches respectively. The access list is
set up as follows;

e  Access-list 101 permitip 192.168.2.0 0.0.0.255 192.168.3.0 0 0.0.0.255
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e  Access-list 101 permitip 192.168.3.0 0.0.0.255 192.168.2.0 0 0.0.0.255

IKE Phase 1 stage

In this stage the authentication of the IPsec peers by the IKE is carried out. It also carries out security association
negotiations and also the creation of a secure channel for the association of the IPsec security. The commands used for
achieving the phase 1 are shown below with explanation of each command line.

e Crypto isakmp enable; enables the ISAKMP protocol

e Crypto isakmp policy 1; starts setting up our security associations.

e Encryption 3des; includes the des encryption

e Authentication pre-share; includes the authentication type and hashing algorithms

e Group 1; specifies the group

e Lifetime 86400; specifies the time before re-authentication starts

e Exit; exits the mode it’s currently in

e Crypto isakmp identity address; sets how the peer machine is recognized

e Crypto isakmp key washima address 192.168.1.2; this command sets the key and the peer address

IKE Phase 2 stage

In this stage, the negotiation of the security association parameters of the IPSec is done and are set in the [PSec security
peers. This ensures the protection of the transmitted data between the two servers. The commands used in this stage
are shown below;

e Crypto ipsec transform-set secured esp-md5-hmac; encrypts the IPSec tunnel using the des and MD5 hashing
algorithm.

e Mode tunnel; takes us into the tunnel mode

e Crypto map abuja 1 ipsec-isakmp; [PSec association policy itself

o Setpeer 192.168.1.2; sets the peer IP address

e Set transform-set SECURITY; used to secure channel

e Setsecurity association lifetime seconds 86400; time before re-authentication restarts

e Match address 101; tells the IPSec tunnel about interesting traffic

e Exit; leave the present mode

Data transfer; exchange of data is done between the peers and the keys are saved in the security association file. The
termination of the IPsec tunnel is done either by completely deleting or by timing out process.

Testing of the VoIP telephony network.

The telephony network is tested by ensuring that servers can both dial and receive call among them as shown in the
figures below. This can be achieved by using the ping command to test for connectivity between the servers and also
dialling the different extension numbers. Ping command; this test for connectivity between two points by sending of
packets from the source to the destination. 100% delivery signifies success otherwise unsuccessful. The figures below
show the ping command test.

Figure 21 Abuja server testing connectivity to Lagos server
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abujafping 152.168.1.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1%2.168.1.2, timecut is 2 secon

Success rate is 100 percent (5/53), round-trip min/avg/max = 3/4/7
abujafping 152.168.3.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 19%2.168.3.1, timeout is 2 secon

Success rate is 100 percent (5/53), round-trip min/avg/max = 3/4/6
abujaffping 152.168.3.4

Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.3.4, timeout is 2 secon

Success rate is 100 percent (5/5), round-trip min/avg/max = 5/10/

abuja#show ip route

Codes: C - connected, 8 - static, I - IGRP, R - RIP, M — mobile,
D — EIGRP, EX - EIGRP external, © - OSFF, IAL - OSPF inter
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external ty
El - OSPF extermal type 1, E2 - OSPF external type 2, E —
i - Is-I8, L1l - IsS-IS level-1, L2 - IS-IS level-2, ia - IS
* — candidate default, U - per—user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set
152.168.1.0/24 is wvariably subnetted, 2 subnets, 2 masks
D 1%2.168.1.0/24 is a summary, 00:10:01, NullD
c 1%2.168.1.0/30 is directly connected, Serial0/0/0
c 192.168.2.0/24 is directly connected, FastEthernet0/0
o

abujaf

152.168.3.0/24 [50/2172416] wia 1%2.168.1.2, 00:05:51, serial®

Figure 21 Establishing connectivity between the head server and the branch server

Figure 22 Show IP route command

Clipboard Parag

4

RECORD| | AA_| AC | DND
= = e

Powered by
COUN‘T.EéPATH

Figure 23 X-Lite phone receiving a call from extension 1101

Show IP route command; this command shows the routing table of the router, showing a list of all networks the router
can establish connection with. The figure 4.10 below shows the output of this command.
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4.9. Testing the IPsec security

The testing of the security solution is to ensure that the IPsec security has been correctly deployed and is fully functional.
This is done through the issuing of Cisco commands on the server routers which will be discussed in depth.

Wire shark software was installed between the two servers to see the possibility of capturing data packets been
transmitted across the network. The figure below shows a screen shot of the data been captured when the network was
not protected initially.

] Capturing from YMware Accelerated AMD PCNet Adapter (Microsoft’s Packet Scheduler) - Wireshark
File Edit Yiew Go Capture Analyze Statistics  Telephony Tools  Help

B o e ExXx2g A+ +DTFTLIEBE QQaPf | @EB X B

Filter: * Expression... Clear Apply

Mo, Tirme Source Diestination Protocal — Info ~
2047 103,125575152.168.2.3 192.168.2.4 RTP PT=ITU-T G.711 PCMU, SSRC=0xCF7FESL, Seq=43784, Time=194032
2048 103.134004 152,168, 2.4 192.168.2.3 RTP PT=ITU-T G.711 PCMU, SSRC=0xDEGLSE7A, Seq=1306, Time=2331260
2049 103,1455281652,.168.2.3 192.168.2.4 RTP PT=ITU-T G.711 PCMU, SSRC=0xCF7FESL, Seq=43785, Time=194192
2050 103,153482 152,168, 2.4 192.168.2.3 RTP PT=ITU-T G.711 PCMU, SSRC=0xDEGLSE7A, Seq=1307, Time=2331420
2051 103.1662595 152,168.2.3 192.168.2.4 RTP PT=ITU-T G.711 PCMU, SSRC=0xCF7FESYL, Seq=43786, Time=194352
2052 103.175074 152.168.2.4 152.168.2.3 RTP PT=ITU-T G.71l PCMU, SSRC=0xDEGLBE7A, Seq=1308, Time=2331580
2053 103.185755 162.168.2.3 152.168.2.4 RTP PT=ITU-T G.71l PCMU, SSRC=0xCF77FE9Ll, Seq=43787, Time=194512
2054 103.193480152.168.2.4 152.168.2.53 RTP PT=ITU-T G.71l PCMU, SSRC=0xDEGLBE7A, Seq=1308, Time=2331740
2055 103.205767 152.168.2.3 152.168.2.4 RTP PT=ITU-T G.71l PCMU, SSRC=0xC77FE9Ll, Seq=43788, Time=1945672
2056 103.213558152,168.2.4 152.168.2.3 RTP PT=ITU-T G.71l PCMU, SSRC=0xDEGLSE7A, Seq=1310, Time=2331900
2057 103.225742 152.168.2.3 152.168.2.4 RTP PT=ITU-T G.71l PCMU, SSRC=0xC77FEOL, Seq=43789, Time=194832
2058 103.233454 152,168.2.4 152.168.2.3 RTF PT=ITU-T G.71l PCMU, SSRC=0xDEGLBE7FA, Seq=1311, Time=2332060
2059 103.245752 192.168.2.3 1%2.168.2.4 RTF PT=ITU-T G.71l PCMU, SSRC=0xXCF7FE%L, Seq=43790, Time=194552
2060 103.254467 152.168.2.4 1%2.168.2.3 RTF PT=ITU-T G.71l PCMU, SSRC=0xDEOLBE7FA, Seq=1312, Time=2332220
2061 103.2655594 152,168.2.3 1%2.168.2.4 RTF PT=ITU-T G.71l PCMU, SSRC=0XCF7FE%Ll, Seq=437%1, Time=193152
2062 103.273566192.168.2.4 192.168.2.3 RTP PT=ITU-T G.71l PCMU, SSRC=0XDEGLSE7FA, Seq=1313, Time=2332380 .,

Frame 1: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Ethernet II, src: Cisco_a0:52:28 (fc:fh:fh:a0:53:28), Dst: IPv4mcast_00:00:0a (01l:00:52:00:00:0a)
Internet Protocol, src: 192.168.2.1 (192.1658.2.10, Dst: 224.0.0.10 ¢224.0.0.10)

Cisco EIGRP

e

elelelv]
oloxRe]
Q020
0030
0040

6 Frame iframe), 74 bytes Packets: 2921 Displayed: 2921 Marked: 0 Profile: Defaulk

Figure 24 Wireshark capturing data when the VPN is turned off

The following commands was issued on the router to ensure the network was properly configured with IPsec site to
site VPN and is fully functional and operational.

Show crypto IPSec sa; this command is used to show the security association built between the peers on the network.

This also shows the tunnel that has been built between the 192.168.1.2 source point and its peer 192.168.1.1. It also
shows the encapsulation security payload both at the inbound and outbound.
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lagosdHshow crypto ipsec sa

interface: Serialf./ 0.0
Crypto map tag: lagos, local addr 192.168.1.2

protected vrf: (hone)
local ident [(addr/mask/protsport]: [(192.168. 3.0,/255. 255. 255. 0/68,/0)
remote ident [(addr/mask/ protsportl: [(192.168.2.0/255.255.255.060/68/0)
currentfpeer 192.168.1.1 port 5008

PERMIT, flags=aoriginrisracl,d

Hpkts encaps: 5, #Hpkts encrypt: 5, #Hpkts digest: 5

Hpkts decaps: 5, #Hpkts decrypt: 5, #Hpkts wverify: 5

H#pkts compressed: B, #pkts decompressed: @

#pktzs not compressed: @, #pkts compr. failed: @

H#pktzs not decompressed: @, #pkts decompress failed: @

#send errors @, #Hrecv errors @

local crypto endpt.: 192.168.1.2, remote crypto endpt.: 192.168.1.1
path mtu 156868, ip mtu 1588, ip mtu idb Seriale/ 0.8
current outhound spi: Bx69F6EZS5S (1777787477)

inbound es =da8:

spi: Ox5DFZ2133F (1576145727)
transform: esp-des esp-md5-hmac ,
in use settings =aTunnel, u
conn id: 2001, flowrid: MNETGX:1, crypto map: lagos
=24 timing: remaining key lifetime (ks/sec): ([(4449476/8595)
IV =ize: 8 bytes
replay detection support: ¥
Status: ACTIVE

inbound ah =sas:
inbound pcp sas:

outhbound esp sas:
spi: Bx69F6E255 (1777787477)
transform: esp-des esp-md5-hmac ,
in use settings =aTunnel, O
conn id: 2002, flowrid: MNETGX: 2, crypto map: lagos
=23 timing: remaining key lifetime (k/sec): (4449476,/8574)
IV =ize: 8 bytes
replay detection support: ¥
Status: ACTIVE

outhound ah sas:

outhound pcp =sas:
lagos+H

Figure 25 Crypto IPSec sa command output

Show crypto engine connections active; this displays the active security associations on the router along with the
number of encrypted and decrypted packets for each security association. The figure below shows the output of this
command

lagos##show crypto engine connections active
Crypto Engine Connections

ID Interface Type Algorithm Encrypt Decrypt IP—-Address
1861 Sed. 0.8 IKE SHA+AES a 8 192.168.1.2
2001 Sebd/0./0 IP=ec DES+MDS a 41 192.168.1.2
2002 Sed/B./0 IPsec DES+MDS 41 8 192.168.1.2

Figure 26 Crypto engine connections active

Show crypto IPsec transform-set; this delivers a transform set and shows the transform combination in use. The figure
4.15 below shows the output of this command.

lagosHshow crypto ipsec transform—set
Transform set SECURITY: & esp-des esp—mdS5—hmac O
will negotiste = a Tunnel, u,

Figure 27 Crypto ipsec transform set output

Show crypto isakmp key; this command displays the preshared key. The figure 4.16 below shows the output of this
command.

lagosHshow crypto isakmp key

Keyring Hostname s Address Preshared Key
default 192.168.1.1 washima
lagosH

Figure 28 Crypto isakmp key output
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Show crypto isakmp peers; this shows the local [P address and the peer’s IP address. The figure below shows the output
of this command.

lagosHshow crypto isakmp peers

Peer: 192.168.1.1 Port: 5880 Local: 192.168.1.2
Phasel id: 192.168.1.1

1lagosH

Figure 29 Crypto isakmp peers output

Show crypto isakmp policy; this displays the parameter for each IKE policy. The figure below shows the output of this
command.

lagosHshow crypto isakmp policy
Global IKE policy
Protection suite of priority 1
encryption algorithm: AES - Advanced Encryption Standard (128 bit keys).
hash algorithm: Secure Hash Standard
authentication method: Pre—-Shared Key
Diffie—Hellman group: H2Z (1024 bit)
lifetime: 86488 =seconds, no volume limit
Default protection suite
encryption algorithm: DES - Data Encryption Standard (56 bit keys]).
hash algorithm: Secure Hash Standard
authentication method: Rivest—Shamir—-Adleman Signature
Diffie—Hellman group: H#1 (768 bit)
lifetime: 86488 =seconds, no volume limit
1lagosH

Figure 30 Crypto isakmp policy output

Show crypto map; this shows the crypto map configurations as shown in the figure below.

lagosHshow crypto map
Crypto Map "lagos" 1 ipsec—isakmp
Peer = 192.168.1.1
Extended IP access list 181
access—list 101 permit ip 192.168.3.0 0.0.0.255 192.168.2.0 8.8.08. 255
Current peer: 192.168.1.1
Security association lifetime: 46858000 kilobytes/ 8648 seconds
PFS [(¥/Ml1: M
Transform sets=3a
SECURITY,

u
Interfaces using crypto map lagos:
Seriale/ 0.0

Figure 31 Crypto map output

When the IPsec security was turned off between the branches by using the no crypto map command. The Wireshark
was able to capture packets when calls were been made between the 2 branches. Capturing details such as the IP
address, protocols, payload type which could be used by malicious intruders for different purposes.

When the [Psec security was turned on the Wireshark could not capture the data since all the information became
hidden and fully encrypted by its replacement with the encapsulation security payload (ESP).

5. Evaluation

5.1. Weaknesses, problems and setbacks in the Project Design

The following below was identified as possible weaknesses in the project design, even though the overall project was
successful.

e Weakness in the Asterisk Software. This is an open source hence the risk of unaccountability by any
organization should I fail or crash when in use as opposed to propriety solutions like Cisco that guarantees the
maintenance, repairs and upgrades which is not available on the asterisk open source software. Hence the need
to go for propriety solutions that offer guarantee; although backups of the configuration files could be made
and stored on external storage devices should the need arise.

o Effect of the Security solution Deployment across the network. The IPsec VPN deployed on the network makes
use of shared key for authentication purposes. Once the key is compromised, the overall aim of tunnelling
between the two networks becomes defeated. There is also the issue of Bandwidth utilization and the overall
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quality of service issues which need to be addressed when call is being made; the overall network performance
slows down.

e Numbering system used. The four digit numbering system in use might not be easy to remember as the number
of departments grows so does the extension numbers. This could also amount to wastage of the numbers should
the firm not expand or shortage should the growth be astronomical.

6. Conclusion

The design of the VoIP based network was started by firstly carrying out an in depth research into the VoIP based
telephony network as a whole, critically analysing it and comparing it to the existing Public switch telephony network.
The advantages of the VoIP telephony network were discussed in detail with references to a plethora of published
papers and research journals.

A discussion into the different VoIP protocols that can be used in a VoIP based network design was done and comparison
between the different protocols was done using reputable journals and research materials. Based on the critical
comparison, SIP protocol was recommended for use in the design of the asterisk VoIP based network since it was
supported by different research among which include Clark 2005, Yoon et al 2010, Christensen 2001, Alan et al 2006
among others and also Critical analysis into the different VoIP based attacks, threats was carried out with ample
examples of such threats like the man in the middle attack, call flooding, spoofed messages, call hijacking, server
impersonation.

A critical comparison between different security methodologies for implementation across the network was done and
it was narrowed down to firewall deployment, network address translation, Virtual private network, before the strong
recommendation of the IPsec site to site VPN for deployment across the network to ensure strong protection against
attacks by encapsulation, encrypting and tunnelling process.

A dial plan and numbering system was designed for use in the design of the VoIP based network; the criteria used for
the design of the dial plan and numbering systems was based on the number of extensions required.

Reason behind the choice of tools used for the design was analysed and explained in depth, after which the
implementation phase of the initiated. The asterisk VoIP based network was designed making of the VDI images and
also the configuration of an oracle virtual box. The files used for configuration of the server i.e. Extension.conf, SIP.conf
and Voicemail.conf were explained critical and how it operates.

After the design of the asterisk VoIP based network, the implementation of the [Psec VPN was done across the VoIP
network. Testing of the asterisk VoIP based design was carried out by calling between the two branches; testing of the
[Psec VPN was done by issuing Cisco commands on the command line interface of the router and it showed that the
security is fully functional and operational.

Recommendations

VoIP based technology has been termed as the technology for the future, that was almost ten years ago. This technology
is rapidly emerging technology for voice communication that makes use of ubiquity of [P-based network to deploy VoIP
enabled devices in enterprises and homes (Nokia, 2003). It has the capacity of completely over throwing the Public
switch telephony network which is mostly in use as of today.

A good example of VoIP based network is the SKYPE network popularly in use today and I strongly recommend the
implementation of VoIP network in homes especially since it’s cost effective, easy to maintain as opposed to the PSTN
telephony network. As VoIP usage has increased tremendously over the past five years, so as the threats and attacks
against the VoIP network has also increased. This has prompted the introduction of security measures across the
existing VoIP based network to counteract unauthorized access of Voice traffic or data.

The implementation of the IPsec site to site VPN solution across the network has not only offered a stronger security
measure through encryption, encapsulation ant tunnelling. It has also ensured and enhances call confidentiality,
integrity and authentication across the network.

Although, the IPsec VPN security solution has greatly reduced the unauthorized access by hackers and malicious user;

there is the issue of Quality of service of the VoIP call with the security across the network. This has given rise to
concerns in the industry that wants a clear call between callers, little or no packet loss or jitter occurrence in the VoIP
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network that has the IPsec security implemented across the network. Further research needs to be done in the area of
Quality of service in VoIP network and also ways of reducing the excessive bandwidth usage in the VoIP network.
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